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COUNT ONE 

Conspiracy to Act as U n r e g i s t e r e d Agents of a Fo r e i g n Government 

1. From i n o r about t h e 1990s, up t o and i n c l u d i n g 
t h e - p r e s e n t , i n t h e S o u t h e r n D i s t r i c t o f New York and e l s e w h e r e , 
DEFENDANT # 1 , a/k/a " C h r i s t o p h e r R. Metsos," DEFENDANT #2, a/k/a 
" R i c h a r d Murphy," DEFENDANT #3, a/k/a " C y n t h i a Murphy," DEFENDANT 
#4, a/k/a "Donald Howard H e a t h f i e l d , " DEFENDANT #5, a/k/a "Tracey 
Lee Ann F o l e y , " DEFENDANT #6, a/k/a "Mi c h a e l Z o t t o l i , " DEFENDANT 
#7, a/k/a " P a t r i c i a M i l l s , " DEFENDANT #8, a/k/a "Juan L a z a r o , " 
and VICKY PELAEZ, t h e d e f e n d a n t s , and o t h e r s known and unknown, 
u n l a w f u l l y , w i l l f u l l y and k n o w i n g l y , d i d combine, c o n s p i r e , 
c o n f e d e r a t e , and agree t o g e t h e r and w i t h each o t h e r t o commit an 
o f f e n s e a g a i n s t t h e U n i t e d S t a t e s , t o w i t , t o v i o l a t e S e c t i o n 951 
o f T i t l e 18, U n i t e d S t a t e s Code. 

2. I t was a p a r t and an o b j e c t o f t h e c o n s p i r a c y t h a t 
DEFENDANT # 1 , a/k/a " C h r i s t o p h e r R. Metsos," DEFENDANT #2, a/k/a 
" R i c h a r d Murphy," DEFENDANT #3, a/k/a " C y n t h i a Murphy," DEFENDANT 
#4, a/k/a "Donald Howard H e a t h f i e l d , " DEFENDANT #5, a/k/a "Tracey 
Lee Ann Fo l e y , " DEFENDANT #6, a/k/a "Mic h a e l Z o t t o l i , " DEFENDANT 
#7, a/k/a " P a t r i c i a M i l l s , " DEFENDANT #8, a/k/a "Juan L a z a r o , " 
and VICKY PELAEZ, t h e d e f e n d a n t s , and o t h e r s known and unknown, 
u n l a w f u l l y , w i l l f u l l y and k n o w i n g l y , w o u l d and d i d a c t i n t h e 
U n i t e d S t a t e s as age n t s o f a f o r e i g n government, s p e c i f i c a l l y t h e 
R u s s i a n F e d e r a t i o n , w i t h o u t p r i o r n o t i f i c a t i o n t o t h e A t t o r n e y 
G e n e r a l , as r e q u i r e d by law, i n v i o l a t i o n o f T i t l e 18, U n i t e d 
S t a t e s Code, S e c t i o n 951. 

( T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n 371.) 

COUNT TWO 

Conspiracy to Commit Money Laundering 

3. From i n o r about t h e 1990s, up t o and i n c l u d i n g 
t h e p r e s e n t , i n t h e S o u t h e r n D i s t r i c t o f New York and e l s e w h e r e , 
DEFENDANT # 1 , a/k/a " C h r i s t o p h e r R. Metsos," DEFENDANT #2, a/k/a 
" R i c h a r d Murphy," DEFENDANT #3, a/k/a " C y n t h i a Murphy," DEFENDANT 
#4, a/k/a "Donald Howard H e a t h f i e l d , " DEFENDANT #5, a/k/a "Tracey 
Lee Ann F o l e y , " DEFENDANT #6, a/k/a "M i c h a e l Z o t t o l i , " DEFENDANT 
#7, a/k/a " P a t r i c i a M i l l s , " DEFENDANT #8, a/k/a "Juan L a z a r o , " 
and VICKY PELAEZ, t h e d e f e n d a n t s , and o t h e r s known and unknown, 
u n l a w f u l l y , w i l l f u l l y and k n o w i n g l y d i d combine, c o n s p i r e , 
c o n f e d e r a t e and agree t o g e t h e r and w i t h each o t h e r t o v i o l a t e 
S e c t i o n s 1 9 5 6 ( a ) ( 1 ) ( A ) ( i ) and 1 9 5 6 ( a ) ( 1 ) ( b ) ( i ) o f T i t l e 18, 
U n i t e d S t a t e s Code. 
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4. I t was a p a r t and an o b j e c t o f t h e c o n s p i r a c y t h a t 
DEFENDANT # 1 , a/k/a " C h r i s t o p h e r R. Metsos," DEFENDANT #2, a/k/a 
" R i c h a r d Murphy," DEFENDANT #3, a/k/a " C y n t h i a Murphy," DEFENDANT 
#4, a/k/a "Donald Howard H e a t h f i e l d , " DEFENDANT #5, a/k/a "Tr a c e y 
Lee Ann F o l e y , " DEFENDANT #6, and a/k/a "M i c h a e l Z o t t o l i , " 
DEFENDANT #7, a/k/a " P a t r i c i a M i l l s , " DEFENDANT #8, a/k/a "Juan 
Lazaro," and VICKY PELAEZ, t h e d e f e n d a n t s , and o t h e r s known and 
unknown, i n an o f f e n s e i n v o l v i n g a nd a f f e c t i n g i n t e r s t a t e and 
f o r e i g n commerce, knowing t h a t t h e p r o p e r t y i n v o l v e d i n c e r t a i n 
f i n a n c i a l t r a n s a c t i o n s , t o w i t , t r a n s f e r s o f thousands o f d o l l a r s 
i n cash, d e l i v e r y o f Automated T e l l e r Machine ("ATM") c a r d s , and 
th e p u r c h a s e and r e n t a l o f r e s i d e n c e s , among o t h e r t h i n g s , 
r e p r e s e n t e d t h e proceeds o f some f o r m o f u n l a w f u l a c t i v i t y , 
u n l a w f u l l y , w i l l f u l l y and k n o w i n g l y , w o u l d and d i d c o n d u c t and 
a t t e m p t t o c o n d u c t such f i n a n c i a l t r a n s a c t i o n s w h i c h i n f a c t 
i n v o l v e d t h e p r o c e e d s o f s p e c i f i e d u n l a w f u l a c t i v i t y , t o w i t , 
f e l o n y v i o l a t i o n s o f t h e F o r e i g n A g e n t s R e g i s t r a t i o n A c t o f 1938, 
T i t l e 22, U n i t e d S t a t e s Code, S e c t i o n s 612(a) and 618, w i t h t h e 
i n t e n t t o pro m o t e t h e c a r r y i n g on o f t h e s p e c i f i e d u n l a w f u l 
a c t i v i t y , i n v i o l a t i o n o f T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n 
1956 (a) (1) (A) ( i ) . 

5. I t was a l s o a p a r t and an o b j e c t o f t h e c o n s p i r a c y 
t h a t DEFENDANT # 1 , a/k/a " C h r i s t o p h e r R. Metsos," DEFENDANT #2, 
a/k/a " R i c h a r d Murphy," DEFENDANT #3, a/k/a " C y n t h i a Murphy," 
DEFENDANT #4, a/k/a "Donald Howard H e a t h f i e l d , " DEFENDANT #5, 
a/k/a " T r a c e y Lee Ann Fo l e y , " DEFENDANT #6, a/k/a " M i c h a e l 
Z o t t o l i , " DEFENDANT #7, a/k/a " P a t r i c i a M i l l s , " DEFENDANT #8, 
a/k/a "Juan L a z a r o , " and VICKY PELAEZ, t h e d e f e n d a n t s , and o t h e r s 
known and unknown, i n an o f f e n s e i n v o l v i n g and a f f e c t i n g 
i n t e r s t a t e a nd f o r e i g n commerce, k n o w i n g t h a t t h e p r o p e r t y 
i n v o l v e d i n c e r t a i n f i n a n c i a l t r a n s a c t i o n s , t o w i t , t r a n s f e r s o f 
thousands o f d o l l a r s i n cash, d e l i v e r y o f ATM c a r d s , and t h e 
pur c h a s e and r e n t a l o f r e s i d e n c e s , among o t h e r t h i n g s , 
r e p r e s e n t e d t h e proceeds o f some f o r m o f u n l a w f u l a c t i v i t y , 
u n l a w f u l l y , w i l l f u l l y and k n o w i n g l y , w o u l d and d i d c o n d u c t and 
a t t e m p t t o c o n d u c t such f i n a n c i a l t r a n s a c t i o n s w h i c h i n f a c t 
i n v o l v e d t h e p r o c e e d s o f s p e c i f i e d u n l a w f u l a c t i v i t y , t o w i t , 
f e l o n y v i o l a t i o n s o f t h e F o r e i g n A g e n t s R e g i s t r a t i o n A c t o f 1938, 
T i t l e 22, U n i t e d S t a t e s Code, S e c t i o n s 612(a) and 618, k n o w i n g 
t h a t t h e t r a n s a c t i o n s were d e s i g n e d i n whole and i n p a r t t o 
c o n c e a l and d i s g u i s e t h e n a t u r e , t h e l o c a t i o n , t h e s o u r c e , t h e 
o w n e r s h i p and t h e c o n t r o l o f t h e p r o c e e d s o f s p e c i f i e d u n l a w f u l 
a c t i v i t y , i n v i o l a t i o n o f T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n 
1956 ( a ) ( 1 ) (B) ( i ) . 

( T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n s 1 9 5 6 ( a ) ( 1 ) and 1 9 5 6 ( h ) . ) 
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The bases f o r my knowledge and t h e f o r e g o i n g charges 
a r e , i n p a r t , as f o l l o w s : 

6. I have been a S p e c i a l Agent w i t h t h e FBI f o r 
a p p r o x i m a t e l y e i g h t y e a r s . C u r r e n t l y , I am a s s i g n e d t o t h e 
C o u n t e r i n t e l l i g e n c e D i v i s i o n w i t h i n t h e New York F i e l d O f f i c e o f 
t h e FBI. The' f o c u s o f my c o u n t e r i n t e l l i g e n c e e f f o r t s has been on 
t h e f o r e i g n i n t e l l i g e n c e a c t i v i t i e s o f t h e Russian F e d e r a t i o n . I 
have l e a r n e d t h e f a c t s c o n t a i n e d i n t h i s C omplaint from, among 
o t h e r s o u r c e s , my p e r s o n a l p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , 
my d i s c u s s i o n s w i t h o t h e r l a w - e n f o r c e m e n t a g e n t s , searches t h a t I 
have c o n d u c t e d , s u r v e i l l a n c e t h a t I have conducted, and my r e v i e w 
o f documents, v i d e o and a u d i o r e c o r d i n g s , and o t h e r e v i d e n t i a r y 
m a t e r i a l s . Because t h i s C o m p l a i n t i s b e i n g s u b m i t t e d f o r t h e 
l i m i t e d p u r p o s e o f e s t a b l i s h i n g p r o b a b l e cause, i t does n o t 
i n c l u d e e v e r y f a c t t h a t I have l e a r n e d d u r i n g t h e course o f t h i s 
i n v e s t i g a t i o n . F u r t h e r , any s t a t e m e n t s r e l a t e d h e r e i n a r e 
r e l a t e d i n substance and i n p a r t o n l y . 

I . INTRODUCTION 

A. THE "ILLEGALS" PROGRAM 

7. The FBI has c o n d u c t e d a m u l t i - y e a r i n v e s t i g a t i o n 
o f a n e t w o r k o f U n i t e d S t a t e s - b a s e d a g e n t s o f t h e f o r e i g n 
i n t e l l i g e n c e o r g a n o f t h e R u s s i a n F e d e r a t i o n ( t h e "SVR"). 1 The 
t a r g e t s o f t h e FBI's i n v e s t i g a t i o n i n c l u d e c o v e r t SVR a g e n t s who 
assume f a l s e i d e n t i t i e s , and who a r e l i v i n g i n t h e U n i t e d S t a t e s 
on l o n g - t e r m , "deep-cover" a s s i g n m e n t s . These Russian s e c r e t 
a g e n t s work t o h i d e a l l c o n n e c t i o n s between themselves and 
Russia , even as t h e y a c t a t t h e d i r e c t i o n and under t h e c o n t r o l 
o f t h e SVR; t h e s e s e c r e t agents a r e t y p i c a l l y c a l l e d " i l l e g a l s . " 

8. " I l l e g a l " agents o f t h e SVR g e n e r a l l y r e c e i v e 
e x t e n s i v e t r a i n i n g b e f o r e coming t o t h e U n i t e d S t a t e s . T h i s 
t r a i n i n g has t y p i c a l l y f o c u s e d on, among o t h e r t h i n g s : f o r e i g n 
l a n g u a g e s ; a g e n t - t o - a g e n t communications, i n c l u d i n g t h e use o f 
b r u s h - p a s s e s ; 2 short-wave r a d i o o p e r a t i o n and i n v i s i b l e w r i t i n g ; 
t h e use o f codes and c i p h e r s , i n c l u d i n g t h e use o f e n c r y p t e d 

1 The SVR h e a d q u a r t e r s i n Moscow i s known as "Moscow 
Center" o r "Center." 

2 A brush-pass ( a l s o known as a " f l a s h m e e t i n g " ) i s t h e 
c l a n d e s t i n e , hand-to-hand d e l i v e r y o f i t e m s o r payments — made as 
one p e r s o n w a l k s p a s t a n o t h e r i n a p u b l i c p l a c e . 
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Morse code messages; t h e c r e a t i o n and use o f a cove r p r o f e s s i o n ; 
c o u n t e r - s u r v e i l l a n c e measures; concealment and d e s t r u c t i o n o f 
equipment and m a t e r i a l s used i n c o n n e c t i o n w i t h t h e i r work as 
ag e n t s ; and t h e avoidance o f d e t e c t i o n d u r i n g t h e i r work as 
age n t s . 

9. Upon c o m p l e t i o n o f t h e i r t r a i n i n g , R u s s i a n i l l e g a l 
a g e n t s a r e g e n e r a l l y p r o v i d e d w i t h new — f a l s e — i d e n t i t i e s ; an 
i l l e g a l ' s f a l s e i d e n t i t y i s r e f e r r e d t o as h i s " l e g e n d . " The 
c o r n e r s t o n e s o f an i l l e g a l ' s "legend" a r e f a l s e documents. These 
f a l s e documents concern, among o t h e r t h i n g s , t h e i d e n t i t y and 
c i t i z e n s h i p o f t h e i l l e g a l . Through t h e use o f th e s e f r a u d u l e n t 
documents, i l l e g a l s assume i d e n t i t i e s as c i t i z e n s o r l e g a l 
r e s i d e n t s o f t h e c o u n t r i e s t o w h i c h t h e y a r e d e p l o y e d , i n c l u d i n g 
t h e U n i t e d S t a t e s . I l l e g a l s w i l l sometimes pursue degrees a t 
t a r g e t - c o u n t r y u n i v e r s i t i e s , o b t a i n employment, and j o i n r e l e v a n t 
p r o f e s s i o n a l a s s o c i a t i o n s ; t h e s e a c t i v i t i e s deepen an i l l e g a l ' s 
" l e g e n d . " I l l e g a l s o f t e n o p e r a t e i n p a i r s — b e i n g p l a c e d 
t o g e t h e r by Moscow Center w h i l e i n R u s s i a , so t h a t t h e y can l i v e 
t o g e t h e r and work t o g e t h e r i n a h o s t c o u n t r y , under t h e g u i s e o f 
a m a r r i e d c o u p l e . I l l e g a l s who a r e p l a c e d t o g e t h e r and c o - h a b i t 
i n t h e c o u n t r y t o w h i c h t h e y a r e a s s i g n e d w i l l o f t e n have 
c h i l d r e n t o g e t h e r ; t h i s f u r t h e r deepens an i l l e g a l ' s " l e g e n d . " 

10. The FBI's i n v e s t i g a t i o n has r e v e a l e d t h a t a 
ne t w o r k o f i l l e g a l s ( t h e " I l l e g a l s " ) i s now l i v i n g and o p e r a t i n g 
i n t h e U n i t e d S t a t e s i n t h e s e r v i c e o f one p r i m a r y , l o n g - t e r m 
g o a l : t o become s u f f i c i e n t l y " A mericanized" such t h a t t h e y can 
g a t h e r i n f o r m a t i o n about t h e U n i t e d S t a t e s f o r R u s s i a , and can 
s u c c e s s f u l l y r e c r u i t s ources who a r e i n , o r a r e a b l e t o 
i n f i l t r a t e , U n i t e d S t a t e s p o l i c y - m a k i n g c i r c l e s . 

1 1 . The SVR has s p e l l e d o u t t h e purpose o f t h e 
I l l e g a l s ' p r e s e n c e i n America i n a 2009 message t o DEFENDANT #2, 
a/k/a " R i c h a r d Murphy" and DEFENDANT #3, a/k/a " C y n t h i a Murphy," 
t h e d e f e n d a n t s . That message, w h i c h was s e n t by Moscow Cent e r , 
has been d e c r y p t e d by t h e FBI and r e a d s , i n p a r t , as f o l l o w s : 

You were s e n t t o USA f o r l o n g - t e r m s e r v i c e t r i p . Your 
e d u c a t i o n , bank a c c o u n t s , c a r , house e t c . — a l l t h e s e 
s e r v e one g o a l : f u l f i l l y o u r main m i s s i o n , i . e . t o 
s e a r c h and d e v e l o p t i e s i n p o l i c y m a k i n g c i r c l e s i n US 
and send i n t e l s [ i n t e l l i g e n c e r e p o r t s ] t o C [ e n t e r ] . 
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B. THE DEFENDANTS3 

12. CHRISTOPHER R. METSOS, t h e d e f e n d a n t , p u r p o r t s t o 
be a Canadian c i t i z e n . FBI i n v e s t i g a t i o n has r e v e a l e d t h a t 
METSOS does n o t r e s i d e i n t h e U n i t e d S t a t e s . However, METSOS 
has, i n t h e p a s t , t r a v e l e d t o t h e U n i t e d S t a t e s r e g u l a r l y , and 
has met a t l e a s t one o f t h e o t h e r d e f e n d a n t s on numerous 
o c c a s i o n s i n New Yor k C i t y . 

13. RICHARD MURPHY, t h e d e f e n d a n t , p u r p o r t s t o be a 
U n i t e d S t a t e s c i t i z e n , b o r n i n P h i l a d e l p h i a , P e n n s y l v a n i a . 
RICHARD MURPHY i s m a r r i e d t o CYNTHIA MURPHY, t h e d e f e n d a n t ; 
CYNTHIA MURPHY p u r p o r t s t o be a U n i t e d S t a t e s c i t i z e n , b o r n i n 
New York, New Y o r k under t h e name " C y n t h i a A. Hopkins." RICHARD 
MURPHY and CYNTHIA MURPHY ( c o l l e c t i v e l y , t h e "New J e r s e y 
C o n s p i r a t o r s " ) , p r e v i o u s l y l i v e d t o g e t h e r i n Hoboken, New J e r s e y 
i n an a p a r t m e n t ("Hoboken A p a r t m e n t " ) ; s i n c e t h e f a l l o f 2008, 
t h e y have l i v e d i n a house i n M o n t c l a i r , New J e r s e y ( " M o n t c l a i r 
House"). The New J e r s e y C o n s p i r a t o r s have l i v e d i n t h e U n i t e d 
S t a t e s s i n c e t h e mid-1990s. 

14. DONALD HOWARD HEATHFIELD, t h e d e f e n d a n t , p u r p o r t s 
t o be a n a t u r a l i z e d U n i t e d S t a t e s c i t i z e n , b o r n i n Canada. 
HEATHFIELD i s m a r r i e d t o TRACEY LEE ANN FOLEY, t h e d e f e n d a n t , who 
p u r p o r t s t o be a n a t u r a l i z e d U n i t e d S t a t e s c i t i z e n , b o r n i n 
Canada. HEATHFIELD and FOLEY ( c o l l e c t i v e l y , t h e "Boston 
C o n s p i r a t o r s " ) l i v e t o g e t h e r near B o s t o n , M a s s a c h u s e t t s . U n t i l 
t h i s month, HEATHFIELD and FOLEY had l o n g l i v e d i n a townhouse 
("Boston Townhouse") . HEATHFIELD and FOLEY have l i v e d i n t h e 
U n i t e d S t a t e s s i n c e 1999. 

15. MICHAEL ZOTTOLI, t h e d e f e n d a n t , p u r p o r t s t o be a 
U n i t e d S t a t e s c i t i z e n , b o r n i n Yonkers, New Yo r k . ZOTTOLI i s 
m a r r i e d t o PATRICIA MILLS, t h e d e f e n d a n t , who p u r p o r t s t o be a 
Canadian c i t i z e n . ZOTTOLI and MILLS ( c o l l e c t i v e l y , t h e " S e a t t l e 
C o n s p i r a t o r s " ) , have l i v e d t o g e t h e r o v e r t h e y e a r s i n a number o f 
l o c a t i o n s , i n c l u d i n g i n a S e a t t l e , W a s h i n g t o n a p a r t m e n t ( " S e a t t l e 
A p a r t m e n t " ) . D u r i n g O c t o b e r 2009, ZOTTOLI and MILLS moved f r o m 
S e a t t l e t o an a p a r t m e n t i n A r l i n g t o n , V i r g i n i a ( " A r l i n g t o n 
A p a r t m e n t " ) . ZOTTOLI has l i v e d i n t h e U n i t e d S t a t e s s i n c e 2001, 

For ease o f r e f e r e n c e , each o f t h e d e f e n d a n t s , w i t h t h e 
e x c e p t i o n o f VICKY PELAEZ, i s r e f e r r e d t o h e r e i n a f t e r by t h e name 
by w h i c h he o r she i s known i n t h e U n i t e d S t a t e s , as i f t h a t 
assumed name were t h e d e f e n d a n t ' s t r u e name. For example, 
DEFENDANT # 1 , a/k/a " C h r i s t o p h e r R. Metsos," t h e d e f e n d a n t , i s 
r e f e r r e d t o h e r e i n a f t e r as CHRISTOPHER R. METSOS, t h e d e f e n d a n t . 
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and MILLS has l i v e d i n t h e U n i t e d S t a t e s s i n c e 2003. 

16. JUAN LAZARO, t h e d e f e n d a n t , p u r p o r t s t o be a 
c i t i z e n o f Peru, b o r n i n Uruguay. LAZARO i s m a r r i e d t o VICKY 
PELAEZ, t h e d e f e n d a n t , who i s a U n i t e d S t a t e s c i t i z e n b o r n i n 
Peru. LAZARO and PELAEZ, ( c o l l e c t i v e l y , t h e "Yonkers 
C o n s p i r a t o r s " ) , l i v e t o g e t h e r i n Yonkers, New York i n a house 
("Yonkers House"). LAZARO and PELAEZ have each l i v e d i n t h e 
U n i t e d S t a t e s f o r over t w e n t y y e a r s . 

17. I am aware t h a t f e d e r a l law r e q u i r e s i n d i v i d u a l s 
who a r e a c t i n g as agents f o r f o r e i g n governments t o n o t i f y t h e 
A t t o r n e y G e n e r a l o f t h e U n i t e d S t a t e s . The Department o f J u s t i c e 
("DOJ") m a i n t a i n s f i l e s o f a l l i n d i v i d u a l s who have r e g i s t e r e d as 
agents o f f o r e i g n governments. A r e c e n t l y - c o n d u c t e d r e v i e w o f 
DOJ f i l e s i n d i c a t e s t h a t none o f t h e d e f e n d a n t s enumerated i n t h e 
i n s t a n t C o m p l a i n t has ever n o t i f i e d t h e DOJ t h a t he o r she i s an 
agent o f t h e R u s s i a n F e d e r a t i o n . 

C. THE INVESTIGATION 

18. I n t h e course o f i n v e s t i g a t i n g t h e a c t i v i t i e s i n 
t h e U n i t e d S t a t e s o f t h e d e f e n d a n t s , t h e FBI has used a v a r i e t y 
o f i n v e s t i g a t i v e methods. For example, t h e FB I , a c t i n g p u r s u a n t 
t o j u d i c i a l o r d e r s , has conducted e x t e n s i v e e l e c t r o n i c 
s u r v e i l l a n c e o f t h e d e f e n d a n t s — i n c l u d i n g t h e c o v e r t placement 
o f m i c r o p h o n e - t y p e l i s t e n i n g d e v i c e s i n c e r t a i n o f t h e 
d e f e n d a n t s ' r e s i d e n c e s ; t h e c o v e r t p l a c e m e n t o f v i d e o cameras i n 
p u b l i c l o c a t i o n s and i n h o t e l rooms; and t h e m o n i t o r i n g and 
r e c o r d i n g o f t h e phone c a l l s and e - m a i l s o f c e r t a i n o f t h e 
d e f e n d a n t s . I n a d d i t i o n , and among o t h e r t h i n g s , t h e FBI has, 
p u r s u a n t t o j u d i c i a l o r d e r s , c o n d u c t e d numerous searches. F or 
example, t h e FBI has s u r r e p t i t i o u s l y e n t e r e d c e r t a i n o f t h e 
d e f e n d a n t s ' r e s i d e n c e s ; p h o t o g r a p h e d e v i d e n c e and c o p i e d 
e l e c t r o n i c media w h i l e i n s i d e ; and t h e n l e f t t h e r e s i d e n c e i n 
q u e s t i o n . T h i s Complaint d e s c r i b e s e v i d e n c e o b t a i n e d i n t h e 
course o f c e r t a i n o f these j u d i c i a l l y - a u t h o r i z e d c l a n d e s t i n e 
r e s i d e n t i a l s e a r c h e s — i n p a r t i c u l a r , s e a r c h e s t h a t were 
c o n d u c t e d a t t h e Boston Townhouse, on o r about J u l y 29, 2006 
("2006 B o s t o n S e a r c h " ) ; t h e S e a t t l e A p a r t m e n t , on o r abou t 
F e b r u a r y 17, 2006 ("2006 S e a t t l e S e a r c h " ) ; and t h e Hoboken 
Apartment, on o r about J u l y 27, 2005 ("2005 New J e r s e y S e a r c h " ) . 
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I I . OVERT ACTS IN FURTHERANCE OF THE CONSPIRACY4 

19. I n f u r t h e r a n c e o f t h e c o n s p i r a c y and t o e f f e c t t h e 
i l l e g a l o b j e c t s t h e r e o f , t h e f o l l o w i n g o v e r t a c t s , among o t h e r s , 
were committed i n t h e S o u t h e r n D i s t r i c t o f New York and 
else w h e r e : 

a. On o r about January 14, 2000, i n a South American 
c o u n t r y , VICKY PELAEZ, t h e d e f e n d a n t , r e c e i v e d a 
package c o n t a i n i n g money f r o m a r e p r e s e n t a t i v e o f 
t h e R u s s i a n government. 

b. On o r about May 16, 2004, i n Queens, New York, 
CHRISTOPHER METSOS, t h e d e f e n d a n t , r e c e i v e d a bag, 
c o n t a i n i n g money, f r o m an o f f i c i a l a s s o c i a t e d w i t h 
t h e Manhattan-based Permanent M i s s i o n o f t h e 
Ru s s i a n F e d e r a t i o n t o t h e U n i t e d N a t i o n s ("Russian 
M i s s i o n " ) . 

c. On o r about June 20, 2004, i n Manhattan, New York, 
RICHARD MURPHY, t h e d e f e n d a n t , met w i t h MICHAEL 
ZOTTOLI, t h e d e f e n d a n t , and gave him (ZOTTOLI) 
money t h a t he (MURPHY) had r e c e i v e d f r o m METSOS. 

d. On o r abou t September 23, 2004, i n Hoboken, New 
J e r s e y , CYNTHIA MURPHY, t h e d e f e n d a n t , a d v i s e d 
RICHARD MURPHY, as t o how he c o u l d e f f e c t i v e l y 
g a t h e r i n f o r m a t i o n i n t h e U n i t e d S t a t e s f o r 
p r o v i s i o n t o Moscow Center. 

e. D u r i n g 2004, DONALD HOWARD HEATHFIELD, t h e 
d e f e n d a n t , met w i t h an employee o f t h e U n i t e d 
S t a t e s Government w i t h r e g a r d t o n u c l e a r weapons 
r e s e a r c h . 

f . On o r abou t October 3, 2004, TRACEY LEE ANN FOLEY, 
t h e d e f e n d a n t , d i s c u s s e d w i t h HEATHFIELD a method 
f o r s e n d i n g s e c r e t messages t o Moscow C e n t e r . 

g. On o r about June 8, 2006, PATRICIA MILLS, t h e 
d e f e n d a n t , t r a v e l e d t o t h e v i c i n i t y o f W u r t s b o r o , 
New York, w i t h ZOTTOLI, where ZOTTOLI dug up a 
package c o n t a i n i n g money t h a t had been b u r i e d i n 
t h e g r o u n d by METSOS. 

4 The c o n s p i r a c i e s charged i n Count One and Count Two a r e 
r e f e r r e d t o h e r e i n a f t e r c o l l e c t i v e l y as " t h e c o n s p i r a c y . " 
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h. On o r ab o u t August 25, 2007, JUAN LAZARO, t h e 
d e f e n d a n t , i n a South American c o u n t r y , r e c e i v e d a 
package c o n t a i n i n g money f r o m a r e p r e s e n t a t i v e o f 
t h e R u s s i a n government. 

i . On o r ab o u t September 26, 2009, i n B r o o k l y n , New 
Yor k , RICHARD MURPHY gave MICHAEL ZOTTOLI money 
t h a t he (MURPHY) had r e c e i v e d f r o m an o f f i c i a l 
a s s o c i a t e d w i t h t h e Rus s i a n M i s s i o n . 

I I I . MEANS AND METHODS OF THE CONSPIRACY 

A. SECRET COMMUNICATIONS 

20. To f u r t h e r t h e aims o f t h e c o n s p i r a c y , Moscow 
Center has a r r a n g e d f o r t h e d e f e n d a n t s c l a n d e s t i n e l y t o 
communicate w i t h t h e R u s s i a n F e d e r a t i o n . I n p a r t i c u l a r , t h e 
c o n s p i r a t o r s have used, among o t h e r s , t h e s e c r e t communications 
methods d e s c r i b e d b e l o w — steganography and r a d i o g r a m s . 

1. STEGANOGRAPHY 

2 1 . S t e g a n o g r a p h y i s t h e p r o c e s s o f s e c r e t i n g d a t a i n 
an image. Moscow C e n t e r uses s t e g a n o g r a p h i c s o f t w a r e t h a t i s n o t 
c o m m e r c i a l l y a v a i l a b l e . The s o f t w a r e package p e r m i t s t h e SVR 
c l a n d e s t i n e l y t o i n s e r t e n c r y p t e d d a t a i n images t h a t a r e l o c a t e d 
on p u b l i c l y - a v a i l a b l e w e b s i t e s w i t h o u t t h e d a t a b e i n g v i s i b l e . 
The e n c r y p t e d d a t a c an be removed f r o m t h e image, and t h e n 
d e c r y p t e d , u s i n g SVR-provided s o f t w a r e . S i m i l a r l y , SVR-provided 
s o f t w a r e can be us e d t o e n c r y p t d a t a , and t h e n c l a n d e s t i n e l y t o 
embed t h e d a t a i n images on p u b l i c l y - a v a i l a b l e w e b s i t e s . 

22. As i s s e t f o r t h below, c e r t a i n o f t h e I l l e g a l s 
have communicated w i t h Moscow Center by means o f s t e g a n o g r a p h y . 
I n each o f t h e t h r e e j u d i c i a l l y - a u t h o r i z e d r e s i d e n t i a l s earches 
r e f e r e n c e d above ( t h e 2006 Boston Search, t h e 2006 S e a t t l e 
Search, and t h e 20 05 New J e r s e y S e a r c h ) , l a w - e n f o r c e m e n t a g e n t s 
o b s e r v e d and f o r e n s i c a l l y c o p i e d a s e t o f c o m p u t e r d i s k s 
( " P a s s w o r d - P r o t e c t e d D i s k s " ) . Based on s u b s e q u e n t i n v e s t i g a t i o n 
as d e s c r i b e d below, I b e l i e v e t h a t t h e P a s s w o r d - P r o t e c t e d D i s k s 
c o n t a i n a s t e g a n o g r a p h y program employed by t h e SVR and t h e 
I l l e g a l s . 

THE NEW JERSEY CONSPIRATORS 

23. D u r i n g t h e 2005 New J e r s e y S e a r c h , l a w - e n f o r c e m e n t 
a g e n t s o b s e r v e d and p h o t o g r a p h e d a p i e c e o f p a p e r ; t h e p a p e r s a i d 
" a l t , " " c o n t r o l , " a nd "e," and s e t f o r t h a s t r i n g o f 27 
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c h a r a c t e r s . U s i n g these 27 c h a r a c t e r s as a password, t e c h n i c i a n s 
have been a b l e s u c c e s s f u l l y t o access a s o f t w a r e program 
("Steganography Program") s t o r e d on th o s e c o p i e s o f t h e Password-
P r o t e c t e d D i s k s t h a t were r e c o v e r e d d u r i n g t h e 2005 New J e r s e y 
Search and a t subsequent searches o f t h e New J e r s e y C o n s p i r a t o r s ' 
r e s i d e n c e . 

24. I n t h e course o f t h e 2005 New J e r s e y Search, law-
enfo r c e m e n t a g e n t s a l s o saw, among o t h e r t h i n g s , a computer; t h e 
h a r d - d r i v e o f t h e computer was c o p i e d and a n a l y z e d . T h i s 
a n a l y s i s l e d t o an e l e c t r o n i c address book t h a t c o n t a i n e d l i n k s 
t o w e b s i t e addresses, as w e l l as i n f o r m a t i o n as t o v a r i o u s 
w e b s i t e addresses t h a t t h e computer's u s e r had accessed. These 
addresses, i n t u r n , had l i n k s t o o t h e r w e b s i t e s . Law-enforcement 
a g e n t s v i s i t e d some o f t h e r e f e r e n c e d w e b s i t e s , and many o t h e r s 
as w e l l , and have downloaded images f r o m them. These images 
appear w h o l l y unremarkable t o t h e naked eye. But t h e s e images 
(and o t h e r s ) have been a n a l y z e d u s i n g t h e Steganography Program. 
As a r e s u l t o f t h i s a n a l y s i s , some o f t h e images have been 
r e v e a l e d as c o n t a i n i n g r e a d a b l e t e x t f i l e s . These t e x t f i l e s -
o f w h i c h t h e r e a r e w e l l over 10 0 — a r e r e f e r r e d t o h e r e i n a f t e r as 
t h e "New J e r s e y C o n s p i r a t o r s ' E l e c t r o n i c Messages." 

b. THE BOSTON CONSPIRATORS 

25. D u r i n g t h e 2006 Boston Search, l a w - e n f o r c e m e n t 
a g e n t s o b s e r v e d and c o p i e d numerous computer d i s k s . A number o f 
t h e s e computer d i s k s c o n t a i n e d t r a c e s o f d e l e t e d e l e c t r o n i c 
messages. T e c h n i c i a n s r e c o v e r e d t h e s e " d e l e t e d " messages. Based 
on my t r a i n i n g , e x p e r i e n c e , and p a r t i c i p a t i o n i n t h i s 
i n v e s t i g a t i o n , I b e l i e v e t h a t t h e " d e l e t e d " messages 
( h e r e i n a f t e r , "Boston C o n s p i r a t o r s ' E l e c t r o n i c Messages") were 
d r a f t s o f messages t h a t were s u b s e q u e n t l y conveyed between Moscow 
C e n t e r and t h e B o s t o n C o n s p i r a t o r s , u s i n g s t e g a n o g r a p h y . 5 

26. I base t h i s c o n c l u s i o n on a number o f f a c t s . For 
example, t h e Steganography Program was e x t r a c t e d f r o m a computer 
d i s k r e c o v e r e d d u r i n g t h e 2 005 New J e r s e y Search - and t h a t 

5 I n a d d i t i o n t o t h e " d e l e t e d " messages d e s c r i b e d above, 
l a w - e n f o r c e m e n t a g e n t s have v i s i t e d w e b s i t e s t h a t c o n t a i n images,-
upon a n a l y s i s , i t has become c l e a r t h a t t h e s e images c o n t a i n 
e n c r y p t e d t e x t f i l e s . Based on my t r a i n i n g , e x p e r i e n c e , and 
p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e t h a t t h e s e t e x t 
f i l e s c o n t a i n communications between Moscow C e n t e r and t h e B o s t o n 
C o n s p i r a t o r s . These t e x t f i l e s a r e r e f e r r e d t o h e r e i n a f t e r as 
t h e "Boston C o n s p i r a t o r s ' I n t e r n e t Messages." 
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computer d i s k appears s u b s t a n t i a l l y s i m i l a r t o one o f t h e 
computer d i s k s r e c o v e r e d d u r i n g t h e 2006 Boston Search. B o t h 
d i s k s , f o r example, c a l l f o r a 2 7 - c h a r a c t e r password. I n 
a d d i t i o n , and among o t h e r t h i n g s , a number o f the B o s t o n 
C o n s p i r a t o r s ' E l e c t r o n i c Messages appear d i r e c t l y t o c o n c e r n 
communication by means o f steganography. For example, one 
message, d a t e d December 15, 2004, d i s c u s s e d t h e p r o c e s s o f 
" d e c r y p t [ i n g ] " messages embedded i n images; a n o t h e r message, 
d a t e d F e b r u a r y 22, 2005, d i s c u s s e d " d e c y p h e r [ i n g ] [ s i c ] " d a t a 
embedded i n images. S i m i l a r l y , on o r about October 3, 2004, law-
enfo r c e m e n t agents, a c t i n g p u r s u a n t t o a j u d i c i a l o r d e r , 
i n t e r c e p t e d a u r a l communications t a k i n g p l a c e i n s i d e t h e B o s t o n 
Townhouse. TRACEY LEE ANN FOLEY, t h e defe n d a n t , was h e a r d s a y i n g 
t o DONALD HOWARD HEATHFIELD, t h e d e f e n d a n t : "Can we a t t a c h two 
f i l e s c o n t a i n i n g messages o r n o t ? L e t ' s say f o u r 
p i c t u r e s . . . ." Based on my t r a i n i n g , e x p e r i e n c e , and 
p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e t h a t t h i s was a 
r e f e r e n c e t o co n v e y i n g messages by means o f ste g a n o g r a p h y — 
p l a c i n g " f i l e s c o n t a i n i n g messages" i n " p i c t u r e s . " On o r abou t 
March 7, 2010, law-enforcement a g e n t s , a c t i n g p u r s u a n t t o a 
j u d i c i a l o r d e r , i n t e r c e p t e d a u r a l communications t a k i n g p l a c e 
i n s i d e t h e Boston Townhouse. As a f i n a l example, i n o r a b o u t 
March 2010, FOLEY and HEATHFIELD were hear d d i s c u s s i n g FOLEY 'S 
use o f steganography and t h e s c h e d u l e o f h e r communications w i t h 
Moscow Center. 

2. RADIOGRAMS 

27. Radiograms a r e coded b u r s t s o f d a t a s e n t b y a 
r a d i o t r a n s m i t t e r t h a t can be p i c k e d up by a r a d i o r e c e i v e r t h a t 
has been s e t t o t h e p r o p e r f r e q u e n c y . As t r a n s m i t t e d , r a d i o g r a m s 
g e n e r a l l y sound l i k e t h e t r a n s m i s s i o n o f Morse code. As i s s e t 
f o r t h below, t h e I l l e g a l s have communicated w i t h Moscow C e n t e r by 
means o f r a d i o g r a m s . 

28. For example, as a r e s u l t o f t h e 2006 B o s t o n 
Search, t e c h n i c i a n s r e c o v e r e d t h e Boston C o n s p i r a t o r s ' E l e c t r o n i c 
Messages. A p p r o x i m a t e l y f i v e o f t h e s e messages d e s c r i b e t h e 
s e n d i n g o r r e c e i p t o f an "RG." Based on my t r a i n i n g , e x p e r i e n c e , 
and p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e t h a t "RG" 
con n o t e s " r a d i o g r a m . " 

29. I n a s i m i l a r v e i n , l a r g e numbers o f t h e New J e r s e y 
C o n s p i r a t o r s ' E l e c t r o n i c Messages men t i o n t h e s e n d i n g o r r e c e i p t 
o f an "RG." For example, a J a n u a r y 2009 message f r o m Moscow 
Ce n t e r f o r t h e New J e r s e y C o n s p i r a t o r s reads, i n r e l e v a n t p a r t : 
" P l s , make s u r e your r a d i o e q u i p m e n t [ s i c ] f o r RG r c p t n i s i n 
o r d e r . We p l a n t o send a c o u p l e o f t e s t R g s [ . ] " Based on my 
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t r a i n i n g , e x p e r i e n c e , and p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I 
b e l i e v e t h a t "RG" and "Rg" c o n n o t e " r a d i o g r a m . " 

30. F u r t h e r m o r e , d u r i n g t h e 2006 S e a t t l e Search, law-
en f o r c e m e n t a g e n t s e n t e r e d t h e S e a t t l e Apartment and o b s e r v e d 
t h e r e a r a d i o t h a t can be used f o r r e c e i v i n g s h o r t - w a v e r a d i o 
t r a n s m i s s i o n s . I n a d d i t i o n , a g e n t s observed and p h o t o g r a p h e d 
s p i r a l n o tebooks, some pages o f w h i c h c o n t a i n a p p a r e n t l y random 
columns o f numbers. Based on my t r a i n i n g , e x p e r i e n c e , and 
p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e t h a t t h e r a d i o i n 
t h e S e a t t l e A p a rtment was used by t h e S e a t t l e C o n s p i r a t o r s t o 
r e c e i v e r a d i o g r a m s — and t h a t t h e s p i r a l n otebook c o n t a i n s codes 
us e d t o d e c i p h e r r a d i o g r a m s as t h e y came i n . 

31. F i n a l l y , t h r o u g h o u t 2003, l a w - e n f o r c e m e n t a g e n t s , 
a c t i n g p u r s u a n t t o j u d i c i a l o r d e r s , i n t e r c e p t e d a u r a l 
c ommunications t a k i n g p l a c e i n s i d e t h e Yonkers House. On a t 
l e a s t f i v e o c c a s i o n s i n 2003, t h i s a u r a l s u r v e i l l a n c e r e v e a l e d 
t h e i r r e g u l a r e l e c t r o n i c c l i c k i n g sounds a s s o c i a t e d w i t h t h e 
r e c e i p t o f coded r a d i o t r a n s m i s s i o n s . Based on my t r a i n i n g , 
e x p e r i e n c e , and p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e 
t h a t t h e c l i c k i n g e l e c t r o n i c sounds h e a r d i n t h e Yon k e r s House 
a r e t h e sounds o f a r a d i o t r a n s m i s s i o n b e i n g r e c e i v e d f r o m Moscow 
C e n t e r . I n a d d i t i o n , t h e a u r a l s u r v e i l l a n c e i n d i c a t e d t h a t , on 
o r a b o u t May 6, 2003, JUAN LAZARO, t h e d e f e n d a n t , t o l d VICKY 
PELAEZ, t h e d e f e n d a n t , t h a t he was " r e c e i v i n g " " r a d i o " " f r o m o v e r 
t h e r e . " 

B. SECRET PAYMENTS TO THE CONSPIRATORS 

1. COMPENSATION OF THE CONSPIRATORS BY MOSCOW CENTER 

32. To f u r t h e r t h e aims o f t h e c o n s p i r a c y , Moscow 
C e n t e r has a r r a n g e d f o r t h e c o n s p i r a t o r s c l a n d e s t i n e l y t o be 
compensated f o r t h e i r w ork on b e h a l f o f t h e R u s s i a n F e d e r a t i o n . 

33. For example, c e r t a i n o f t h e B o s t o n C o n s p i r a t o r s ' 
E l e c t r o n i c Messages a r e i t e m i z e d r e p o r t s p r e p a r e d by t h e B o s t o n 
C o n s p i r a t o r s o f payments t h a t Moscow C e n t e r has made t o them. 
One message r e a d s , i n p a r t , as f o l l o w s : "Exchange r a t e u s e d i s 1 
Euro = $1.29. Got f r o m C t r . 64500.00 d o l l a r s , income 13940, 
i n t e r e s t 76. Expenses: r e n t 8500, u t i l i t i e s 142, t e l . 160, c a r 
l e a s e 2180, i n s u r a n c e 432, gas 820, e d u c a t i o n 3600, payments i n 
Fr . 1000, m e d i c a l 139, l a w y e r s f e e s 700, meals and g i f t s 1230, 
m a i l b o x e s , computer s u p p l i e s 460, b u s i n e s s ( c o v e r ) 4900, t r i p t o 
m e e t i n g 1125." 
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34. To c i t e a n o t h e r example, d u r i n g t h e summer o f 
2 009, t h e New J e r s e y C o n s p i r a t o r s a r g u e d w i t h t h e SVR i n a s e r i e s 
o f e n c r y p t e d messages about t h e s t a t u s o f t h e M o n t c l a i r House, 
i n t o w h i c h t h e New J e r s e y C o n s p i r a t o r s had r e c e n t l y moved. The 
New J e r s e y C o n s p i r a t o r s c o n t e n d e d t h a t t h e y s h o u l d be p e r m i t t e d 
t o own t h e M o n t c l a i r House; Moscow Ce n t e r responded t h a t t h e 
D i r e c t o r o f t h e SVR had p e r s o n a l l y d e t e r m i n e d t h a t C e n t e r w o u l d 
own t h e M o n t c l a i r House, b u t w o u l d p e r m i t t h e New J e r s e y 
C o n s p i r a t o r s t o l i v e i n i t . The New J e r s e y C o n s p i r a t o r s w r o t e : 

I n o r d e r t o p r e s e r v e p o s i t i v e w o r k i n g r e l a t i o n s h i p , we 
w o u l d n o t f u r t h e r c o n t e s t y o u r d e s i r e t o own t h i s house. 
. . . We a r e under an i m p r e s s i o n t h a t C. v i e w s o u r 
o w n e r s h i p o f t h e house as a d e v i a t i o n f r o m t h e o r i g i n a l 
p u r p o s e o f o u r m i s s i o n h e r e . We'd l i k e t o a s s u r e you 
t h a t we do remember what i t i s . From o u r p e r s p e c t i v e , 
p u r c h a s e o f t h e house was s o l e l y a n a t u r a l p r o g r e s s i o n 
o f o u r p r o l o n g e d s t a y h e r e . I t was a c o n v e n i e n t way t o 
s o l v e t h e h o u s i n g i s s u e , p l u s t o 'do as t h e Romans do' 
i n a s o c i e t y t h a t v a l u e s home o w n e r s h i p . . . . [W]e 
d i d n ' t f o r g e t t h a t t h e house was bought u n d e r f i c t i t i o u s 
names. 

2 . CLANDESTINE FOREIGN PAYMENTS TO THE CONSPIRATORS 

35. To r e c e i v e c o m p e n s a t i o n f r o m t h e SVR, c e r t a i n o f 
t h e c o n s p i r a t o r s have engaged i n c l a n d e s t i n e m e e t i n g s w i t h 
r e p r e s e n t a t i v e s o f t h e R u s s i a n government o u t s i d e o f t h e U n i t e d 
S t a t e s . The Yonkers C o n s p i r a t o r s have r o u t i n e l y t r a v e l e d t o a 
p a r t i c u l a r S o u t h American c o u n t r y ("South A m e r i c a n C o u n t r y " ) t o 
r e c e i v e payments f r o m t h e SVR. 

36. D u r i n g 20 02, f o r example, l a w - e n f o r c e m e n t a g e n t s , 
a c t i n g p u r s u a n t t o j u d i c i a l o r d e r s , i n t e r c e p t e d a u r a l 
c o m m u n i c a t i o n s t a k i n g p l a c e i n s i d e t h e Yonkers House. 6 On 
F e b r u a r y 20, 2002, j u s t a f t e r VICKY PELAEZ, t h e d e f e n d a n t , had 
r e t u r n e d f r o m a t r i p t o t h e S o u t h A m e r i c a n C o u n t r y , JUAN LAZARO, 
t h e d e f e n d a n t , and PELAEZ were r e c o r d e d e n g a g i n g i n a 
c o n v e r s a t i o n a b o u t money h i d d e n i n s i d e PELAEZ's l u g g a g e . 

37. On F e b r u a r y 23, 2003, p u r s u a n t t o a j u d i c i a l 

6 C e r t a i n o f t h e c o n v e r s a t i o n s between JUAN LAZARO and 
VICKY PELAEZ, t h e d e f e n d a n t s , were c o n d u c t e d i n S p a n i s h . To t h e 
e x t e n t t h o s e c o n v e r s a t i o n s a r e q u o t e d o r d e s c r i b e d h e r e i n , t h o s e 
q u o t a t i o n s and d e s c r i p t i o n s a r e based on p r e l i m i n a r y t r a n s l a t i o n s 
o f t h e c o n v e r s a t i o n s , and a r e s u b j e c t t o r e v i s i o n . 
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o r d e r , t h e Yonkers C o n s p i r a t o r s were o v e r h e a r d c o u n t i n g what 
sounded l i k e a l a r g e amount o f money. VICKY PELAEZ, t h e 
d e f e n d a n t , who had j u s t r e t u r n e d f r o m t h e South American C o u n t r y , 
s t a t e d , i n su b s t a n c e , t h a t t h e y had e i g h t bags o f " t e n , " and t h a t 
she had d i v i d e d up t h e r e m a i n i n g two bags so t h a t t h e y w o u l d n o t 
be so b u l k y . PELAEZ and JUAN LAZARO, t h e d e f e n d a n t , t h e n 
d i s c u s s e d whether, a f t e r a c c o u n t i n g f o r c e r t a i n expenses, t h e y 
had "72,500" r e m a i n i n g o r , as t h e y l a t e r d e t e r m i n e d , "76." Based 
on my t r a i n i n g , e x p e r i e n c e , and p a r t i c i p a t i o n i n h i s 
i n v e s t i g a t i o n , I b e l i e v e t h a t , i n t h e South American C o u n t r y , 
PELAEZ p i c k e d up e i g h t bags, each c o n t a i n i n g $10,000 ( " t e n " ) , 
w h i c h money was compensation f o r t h e Yonkers C o n s p i r a t o r s ' work 
on b e h a l f o f R u s s i a . 

38. Law-enforcement a g e n t s have a l s o c o n d u c t e d v i d e o 
s u r v e i l l a n c e o f t h e Yonkers C o n s p i r a t o r s i n t h e Sou t h A m e r i c a n 
C o u n t r y . F or example, on o r abou t J a n u a r y 14, 2000, law-
e n f o r c e m e n t a g e n t s conducted v i d e o s u r v e i l l a n c e o f VICKY PELAEZ, 
t h e d e f e n d a n t , m e e t i n g w i t h an i n d i v i d u a l a t a p u b l i c p a r k i n t h e 
Sout h A m e r i c a n C o u n t r y ("the P a r k " ) . PELAEZ r e c e i v e d a bag f r o m 
t h e i n d i v i d u a l d u r i n g t h e i r m e e t i n g . A f t e r h a v i n g r e v i e w e d t h e 
v i d e o s u r v e i l l a n c e , based on my t r a i n i n g , e x p e r i e n c e , and 
i n v o l v e m e n t i n t h i s i n v e s t i g a t i o n , and t h e f a c t s s e t f o r t h i n 
t h i s s e c t i o n , I b e l i e v e t h a t t h e i n d i v i d u a l gave PELAEZ money 
d u r i n g t h e i r m e e t i n g i n t h e Park w h i c h r e p r e s e n t e d payment f r o m 
t h e SVR t o t h e Yonkers C o n s p i r a t o r s . On t h e same day, on o r 
abo u t J a n u a r y 14, 2000, j u d i c i a l l y - a u t h o r i z e d i n t e r c e p t i o n s o f 
t e l e p h o n i c communications a s s o c i a t e d w i t h t h e Yonkers 
C o n s p i r a t o r s i n d i c a t e t h a t LAZARO and PELAEZ d i s c u s s e d PELAEZ's 
m e e t i n g i n t h e South American C o u n t r y t h a t i s d e s c r i b e d i n t h e 
p r e c e d i n g p a r a g r a p h . D u r i n g t h e c a l l , PELAEZ t o l d LAZARO, i n 
p a r t , t h a t " a l l went w e l l . " Based on my t r a i n i n g , e x p e r i e n c e , 
and p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e t h a t PELAEZ 
was c o n f i r m i n g f o r LAZARO t h a t , w h i l e i n t h e Park, she had 
s u c c e s s f u l l y r e c e i v e d funds f r o m a r e p r e s e n t a t i v e o f t h e R u s s i a n 
government. 

39. I n a s i m i l a r v e i n , on Augus t 25, 2007, law-
e n f o r c e m e n t a g e n t s o b s e r v e d and v i d e o - t a p e d JUAN LAZARO, t h e 
d e f e n d a n t , m e e t i n g w i t h a R u s s i a n government o f f i c i a l ("Russian 
Government O f f i c i a l #1") . 7 The m e e t i n g t o o k p l a c e i n t h e Pa r k i n 

7 A s t i l l p h o t o f r o m t h e s u r v e i l l a n c e v i d e o o f t h e Au g u s t 
2007 m e e t i n g between LAZARO and R u s s i a n Government O f f i c i a l # 1 
has been shown t o a U n i t e d S t a t e s o f f i c i a l ("U.S. O f f i c i a l # 1 " ) . 
U.S. O f f i c i a l #1 i d e n t i f i e d R u s s i a n Government O f f i c i a l # 1 as a 
R u s s i a n government employee t h a t U.S. O f f i c i a l # 1 has met and who 
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t h e South American Country where PELAEZ had r e c e i v e d money i n 
2000 f r o m Russian Government O f f i c i a l # 1 . The v i d e o t a p e o f t h e 
meeting between LAZARO and Russian Government O f f i c i a l #1 
c a p t u r e d , among o t h e r t h i n g s : t h e two men w a l k i n g t o g e t h e r i n t h e 
park, s i t t i n g t o g e t h e r on a bench, and Russian Government 
O f f i c i a l #1 p l a c i n g a shopping bag i n t o a p l a s t i c bag h e l d by 
LAZARO. Having reviewed t h e v i d e o - t a p e f o o t a g e o f t h e m e e t i n g , 
based on my t r a i n i n g , e x p e r i e n c e , and p a r t i c i p a t i o n i n t h i s 
i n v e s t i g a t i o n , I b e l i e v e t h a t d u r i n g t h e meeting, Russian 
Government O f f i c i a l #1 gave a payment t o LAZARO f o r h i s work on 
b e h a l f o f Russ i a . I base t h i s c o n c l u s i o n , i n p a r t , on t h e f a c t 
t h a t p r i o r t o LAZARO's t r i p t o t h e South American Country i n 
August 2007, j u d i c i a l l y - a u t h o r i z e d i n t e r c e p t i o n s o f t e l e p h o n i c . 
communications i n d i c a t e d t h a t LAZARO was s t r u g g l i n g f i n a n c i a l l y ; 
a f t e r LAZARO r e t u r n e d from t h e South American Country, however, 
j u d i c i a l l y - a u t h o r i z e d i n t e r c e p t i o n s o f t e l e p h o n i c communications 
a s s o c i a t e d w i t h t h e Yonkers C o n s p i r a t o r s i n d i c a t e t h a t LAZARO 
p a i d o f f n e a r l y $8,000 i n cou n t y and c i t y t a x e s — a l l w i t h i n days 
o f h i s r e t u r n f r o m t h e South American Country. 

40. The t r i p s JUAN LAZARO and VICKY PELAEZ, t h e 
de f e n d a n t s , have t a k e n t o t h e South American Country have s e r v e d 
a n o t h e r purpose as w e l l - p a s s i n g c o v e r t messages t o Russ i a n 
government o f f i c i a l s . On January 8, 2003, s h o r t l y b e f o r e a t r i p 
t h a t PELAEZ t o o k t o t h e South American c o u n t r y , j u d i c i a l l y -
a u t h o r i z e d i n t e r c e p t i o n s o f a u r a l communications t a k i n g p l a c e 
i n s i d e t h e Yonkers House c a p t u r e d t h e f o l l o w i n g c o n v e r s a t i o n 
between LAZARO and PELAEZ: 

LAZARO: [W]hen you go [ t o t h e South American C o u n t r y ] 
. . . I am g o i n g t o w r i t e i n ' i n v i s i b l e ' . . 
. and you're g o i n g t o pass them a l l o f t h a t 
i n a book . . . 

PELAEZ: Oh, o.k. . . . 

LAZARO: I'm g o i n g t o g i v e you some b l a n k p i e c e s o f 
paper and i t w i l l be t h e r e . . . about 
e v e r y t h i n g I ' v e done . . . . 

Based on my t r a i n i n g , e x p e r i e n c e , and p a r t i c i p a t i o n i n t h i s 
i n v e s t i g a t i o n , I b e l i e v e t h a t LAZARO was g i v i n g PELAEZ 

i n t r o d u c e d h i m s e l f t o U.S. O f f i c i a l #1 as an employee o f t h e 
Russian embassy i n t h e South American C o u n t r y . 
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i n s t r u c t i o n s about d e l i v e r i n g a message t o Russian government 
o f f i c i a l s d u r i n g her meeting i n t h e South American Country; t h i s 
message, LAZARO i n d i c a t e d , would be w r i t t e n " i n i n v i s i b l e " -
w i t h i n v i s i b l e i n k . 

C. USE OF FALSE IDENTITIES 

4 1 . I n f u r t h e r a n c e o f t h e c o n s p i r a c y , t h e defendants, 
i n c l u d i n g b u t n o t l i m i t e d t o those enumerated below, have assumed 
f a l s e i d e n t i t i e s . 

42. RICHARD MURPHY, the defendant, p u r p o r t s t o be a 
U n i t e d S t a t e s c i t i z e n , born i n P h i l a d e l p h i a , Pennsylvania. On o r 
about October 3, 2006, law-enforcement agents, a c t i n g p u r s u ant t o 
a j u d i c i a l o r d e r , searched a bank s a f e d e p o s i t box l o c a t e d i n 
Manhattan, New York. The safe d e p o s i t box i s r e g i s t e r e d i n the 
name o f " R i c h a r d J. Murphy." I n s i d e t h e safe d e p o s i t box, law-
enforcement agents observed and photographed a b i r t h c e r t i f i c a t e 
f o r " R i c h a r d Joseph Murphy," which b i r t h c e r t i f i c a t e bears a 
p a r t i c u l a r number ("Murphy B i r t h C e r t i f i c a t e Number"). L o c a l 
o f f i c i a l s i n P h i l a d e l p h i a , P ennsylvania have caused a search t o 
be conducted o f r e l e v a n t m u n i c i p a l r e c o r d s . These o f f i c i a l s 
r e p o r t t h a t t h e r e are no r e c o r d s i n d i c a t i n g t h e e x i s t e n c e o f the 
Murphy B i r t h C e r t i f i c a t e Number. 

43. TRACEY LEE ANN FOLEY, t h e defendant, p u r p o r t s t o 
be a n a t u r a l i z e d U n i t e d S t a t e s c i t i z e n , and a n a t i v e o f Canada. 
On o r about January 23, 2001, law-enforcement o f f i c i a l s , a c t i n g 
p u r s u a n t t o a j u d i c i a l o rder, searched a safe d e p o s i t box l o c a t e d 
i n Cambridge, Massachusetts ("Cambridge Safe D e p o s i t Box"). The 
Cambridge Safe Deposit Box i s r e g i s t e r e d i n t h e name o f "Tracey 
Lee Ann Fo l e y " and "Donald Howard H e a t h f i e l d . " I n s i d e t h e 
Cambridge Safe Deposit Box, o f f i c i a l s observed and photographed a 
s e r i e s o f p h o t o g r a p h i c n e g a t i v e s ; t h e n e g a t i v e s appear t o be o f 
FOLEY when she was i n her 20s. On a l l t h e n e g a t i v e s o f t h e 
younger FOLEY save one, the name of t h e company t h a t produced the 
f i l m on w h i c h t h e negatives were p r i n t e d has been e x c i s e d . On 
one n e g a t i v e , t h e name of t h e f i l m company remains v i s i b l e . The 
name on t h e f i l m i s "TACMA"; based on law-enforcement r e s e a r c h I 
know t h a t TACMA was a S o v i e t f i l m company. 8 

44. DONALD HOWARD HEATHFIELD, t h e defe n d a n t , p u r p o r t s 

The p h o t o g r a p h i c n e g a t i v e s were p r e s e n t i n t h e 
Cambridge Safe D e p o s i t Box when law-enforcement o f f i c i a l s 
p e r f o r m e d t h e most re c e n t j u d i c i a l l y a u t h o r i z e d s e a r c h i n l a t e 
A p r i l 2010. 
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t o be a n a t u r a l i z e d U n i t e d S t a t e s c i t i z e n , and a n a t i v e o f 
Canada. D u r i n g t h e a b o v e - d e s c r i b e d J a n u a r y 23, 2001 s e a r c h o f 
t h e Cambridge Safe D e p o s i t Box, l a w - e n f o r c e m e n t a g e n t s o b s e r v e d 
and p h o t o g r a p h e d "A True P h o t o s t a t i c P r i n t o f a Record on t h e 
F i l e A t t h e O f f i c e o f t h e R e g i s t r a r G e n e r a l , T o r o n t o , O n t a r i o , 
Canada" f o r "Donald Howard Graham H e a t h f i e l d " ( t h e "Canadian 
B i r t h C e r t i f i c a t e " ) . W h i l e t h e Canadian B i r t h C e r t i f i c a t e 
appears t o be r e a l , I have l e a r n e d t h a t t h e r e a l "Donald Howard 
H e a t h f i e l d " i s dead. Law-enforcement a g e n t s have l o c a t e d an 
announcement p u b l i s h e d i n a Canadian newspaper on o r about June 
25, 2005. The announcement ("Death Announcement") i n d i c a t e s t h a t 
"Howard W i l l i a m H e a t h f i e l d " has d i e d ; t h e Death Announcement 
s t a t e s t h a t Howard's son, "Donald H e a t h f i e l d , " i s a l s o dead. 9 

45. F i n a l l y , JUAN LAZARO, t h e d e f e n d a n t , p u r p o r t s t o 
be a n a t i v e Uruguayan w i t h P e r u v i a n c i t i z e n s h i p . On o r abou t 
A p r i l 17, 2002, a c t i n g p u r s u a n t t o a j u d i c i a l o r d e r , law-
enf o r c e m e n t a g e n t s i n t e r c e p t e d a u r a l c o m munications t a k i n g p l a c e 
i n s i d e t h e Yonkers House. LAZARO was h e a r d d e s c r i b i n g h i s 
c h i l d h o o d t o VICKY PELAEZ, t h e d e f e n d a n t . I n p a r t i c u l a r , LAZARO 
s a i d : "we moved t o S i b e r i a . . . as soon as t h e war s t a r t e d [ . ] " 

D. USE OF FALSE TRAVEL DOCUMENTS 

46. I n a d d i t i o n t o u s i n g f a l s e a n d/or f r a u d u l e n t 
i d e n t i t i e s and a s s o c i a t e d documents t o s u p p o r t t h e i r " l e g e n d s " i n 
t h e U n i t e d S t a t e s , t h e I l l e g a l s have been p r o v i d e d w i t h f a l s e 
t r a v e l documents f o r t h e i r t r a v e l back t o R u s s i a . 

47. By way o f example, as d e s c r i b e d b e l o w i n more 
d e t a i l , i n e a r l y 2010, Moscow C e n t e r p r o v i d e d i n s t r u c t i o n s t o 
RICHARD MURPHY, t h e d e f e n d a n t , f o r h i s t r i p f r o m t h e U n i t e d 
S t a t e s t o R u s s i a v i a I t a l y , where he was t o r e c e i v e a f a l s e I r i s h 
p a s s p o r t f o r t r a v e l f r o m Europe t o R u s s i a . 

9 I t i s c l e a r t h a t t h e Death Announcement and t h e 
Canadian B i r t h C e r t i f i c a t e d e s c r i b e t h e same p e o p l e . B o t h t h e 
Death Announcement and t h e Canadian B i r t h C e r t i f i c a t e s u g g e s t 
t h a t D o n a l d Howard H e a t h f i e l d ' s mother was named " S h i r l e y . " 
S i m i l a r l y , i f Howard W i l l i a m H e a t h f i e l d was 70 y e a r s o l d a t h i s 
d e a t h on June 25, 2005 (as t h e Death Announcement i n d i c a t e s ) , he 
wo u l d have been 27 y e a r s o l d on F e b r u a r y 4, 1962. I n t u r n , 
F e b r u a r y 4, 1962 i s t h e d a t e o f b i r t h l i s t e d on t h e Canadian 
B i r t h C e r t i f i c a t e f o r Donald Howard H e a t h f i e l d - and, a c c o r d i n g 
t o t h e Canadian B i r t h C e r t i f i c a t e , D o n a l d Howard H e a t h f i e l d ' s 
f a t h e r was 27 when he (Donald Howard H e a t h f i e l d ) was b o r n . 
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48. S i m i l a r l y , TRACEY LEE ANN FOLEY, t h e d e f e n d a n t , 
has t r a v e l e d on a f r a u d u l e n t B r i t i s h p a s s p o r t p r e p a r e d f o r h e r by 
t h e SVR. One o f t h e B o s t o n C o n s p i r a t o r s ' I n t e r n e t Messages 
p r o v i d e d i n s t r u c t i o n s f o r FOLEY w i t h r e s p e c t t o h e r then-upcoming 
t r i p t o Moscow: 

I t i n e r a r y t o M. [Moscow] f o r D.; P a r i s - Wien (by 
t r a i n ) , Mar 18 i n Wien exch[ange] doc's f o r B r i t i s h 
p a s s [ p o r t ] - [Moscow] (Mar 19, f l i g h t OS 6 0 1 ) . V e r y 
i m p o r t a n t : 1. S i g n y o u r p a s s p o r t on page 32. T r a i n 
y o u r s e l f t o be a b l e t o re p r o d u c e y o u r s i g n a t u r e when 
i t ' s n e c e s s a r y . 2. P i s , be aware t h a t y o u j u s t v i s i t e d 
R u s s i a (see stamps on page 14 - e n t r y - Mar 16, 
d e p a r t u r e - Mar 1 7 ) . I f asked, we s u g g e s t y o u use t h e 
f o l l o w i n g s t o r y : you f l e w t o Moscow on Mar 16 fr o m 
London f o r example f l i g h t SU 211 t o p a r t i c i p a t e i n 
b u s i n e s s t a l k s ( y o u r b u s i n e s s i s i n t e r n a t i o n a l 
c o n s u l t a n c y s e m i n a r s - p i s , copy sample o f y o u r 
husband) on i n v i t a t i o n by Ru s s i a n Chamber o f Commerce. 

I n t h e p a s s p o r t y o u ' l l g e t a memo w i t h recommendation. 
P i s , d e s t r o y t h e memo a f t e r r e a d i n g . Be w e l l . 

I V . THE ROLE OF METSOS - AND RUSSIAN GOVERNMENT OFFICIALS - IN  
DIRECTLY ASSISTING THE NETWORK OF SVR ILLEGALS 

A. METSOS 

49. CHRISTOPHER R. METSOS, t h e d e f e n d a n t , i s a s e c r e t 
SVR agent who i s ba s e d abroad, and who has r e p e a t e d l y e n t e r e d t h e 
U n i t e d S t a t e s t o meet w i t h c e r t a i n I l l e g a l s and, among o t h e r 
t h i n g s , t o pay them on b e h a l f o f Moscow C e n t e r . On f o u r s e p a r a t e 
o c c a s i o n s d u r i n g t h e p e r i o d f r o m on o r ab o u t F e b r u a r y 24, 2001 
t h r o u g h on o r a b o u t A p r i l 17, 2005, METSOS and RICHARD MURPHY, 
t h e d e f e n d a n t , met t o g e t h e r a t a r e s t a u r a n t i n S u n n y s i d e , New 
York ("Sunnyside R e s t a u r a n t " ) . P u r suant t o a s e r i e s o f j u d i c i a l 
o r d e r s , l a w - e n f o r c e m e n t a g e n t s c o n d u c t e d a u d i o and v i s u a l 
s u r v e i l l a n c e o f t h e s e Sunnyside R e s t a u r a n t m e e t i n g s . 

50. On o r a b o u t March 3 1 , 2002, CHRISTOPHER R. METSOS 
and RICHARD MURPHY, t h e d e f e n d a n t s , met a t t h e S u n n y s i d e 
R e s t a u r a n t . P u r s u a n t t o a j u d i c i a l o r d e r , t h e m e e t i n g was 
r e c o r d e d and v i d e o - t a p e d . D u r i n g t h e m e e t i n g , MURPHY e x p r e s s e d a 
s e r i e s o f f r u s t r a t i o n s a b o u t h i s work, t o w h i c h METSOS responded: 
" W e l l , I'm so happy I'm n o t y o u r h a n d l e r . " METSOS and MURPHY 
a l s o d i s c u s s e d t h e amount o f money t h a t MURPHY r e c e i v e d i n s a l a r y 
f r o m "our o f f i c e , " and, a t t h e end o f t h e m e e t i n g , METSOS s t o o d 
up and s a i d : " t h e r e ' s f o r t y [ u n i n t e l l i g i b l e ] b l a c k bag." Based 
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on my t r a i n i n g , e x p e r i e n c e , and p a r t i c i p a t i o n i n t h i s 
i n v e s t i g a t i o n , I b e l i e v e t h a t , a t t h i s m e e t i n g , METSOS gave 
MURPHY a bag c o n t a i n i n g $40,000 - as com p e n s a t i o n f o r MURPHY'S 
work on b e h a l f o f Moscow Center. 

51. S i m i l a r l y , on o r about A p r i l 17, 2005, CHRISTOPHER 
R. METSOS and RICHARD MURPHY, t h e d e f e n d a n t s , met a t t h e 
Sunnyside R e s t a u r a n t . A t t h e Sunnyside R e s t a u r a n t , METSOS 
p r o v i d e d MURPHY w i t h an ATM c a r d , a p e r s o n a l i d e n t i f i c a t i o n 
number a s s o c i a t e d w i t h t h e ATM c a r d , and d i r e c t i o n s as t o how t o 
use t h e c a r d . Based on my t r a i n i n g , e x p e r i e n c e , and 
p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e t h a t t h e ATM c a r d 
t h a t METSOS gave MURPHY was t o be used t o w i t h d r a w money f r o m an 
acc o u n t f u n d e d f o r MURPHY by Moscow Cent e r , as co m p e n s a t i o n f o r 
MURPHY'S work on b e h a l f o f t h e SVR. 

B_ THE 2004 BRUSH-PASS: METSOS RECEIVES MONEY FROM RUSSIAN  
GOVERNMENT OFFICIAL #2 AND THE MONEY I S GIVEN TO SVR  
ILLEGALS 

52. As i s s e t f o r t h more f u l l y b elow, d u r i n g 2004, 
CHRISTOPHER R. METSOS, t h e d e f e n d a n t , was s u r r e p t i t i o u s l y handed 
money i n New York by a Russi a n government o f f i c i a l ("Russian 
Government O f f i c i a l # 2 " ) , a p u r p o r t e d d i p l o m a t a s s o c i a t e d w i t h 
t h e Manhattan-based R u s s i a n M i s s i o n . " METSOS t h e n d i v i d e d t h i s 
money i n t o two p o r t i o n s . F i r s t , METSOS s e c r e t l y b u r i e d some o f 
t h e money i n u p s t a t e New York — and two y e a r s l a t e r , i n 2006, t h e 
S e a t t l e C o n s p i r a t o r s f l e w t o New York and dug i t up. Second, 
d u r i n g 2004, METSOS gave some o f t h e money t o RICHARD MURPHY, t h e 
d e f e n d a n t ; s h o r t l y t h e r e a f t e r , MURPHY gave some o f t h e money t o 
t h e S e a t t l e C o n s p i r a t o r s . 

53. On o r ab o u t May 16, 2004, p u r s u a n t t o a j u d i c i a l 
o r d e r , l a w - e n f o r c e m e n t a g e n t s c o n d u c t e d v i d e o s u r v e i l l a n c e f r o m 
m u l t i p l e cameras p o s i t i o n e d i n t h e immediate v i c i n i t y o f t h e Long 
I s l a n d R a i l r o a d ' s F o r e s t H i l l s S t a t i o n i n Queens, New Y o r k 
("Forest H i l l s T r a i n S t a t i o n " ) . The May 16, 2004 v i d e o 
s u r v e i l l a n c e o f t h e F o r e s t H i l l s T r a i n S t a t i o n r e f l e c t s t h a t 

1 0 On numerous o c c a s i o n s , l a w - e n f o r c e m e n t o f f i c e r s have 
o b s e r v e d t h e p e r s o n who appears t o be R u s s i a n Government O f f i c i a l 
#2 e n t e r i n g t h e R u s s i a n M i s s i o n . I n a d d i t i o n , l a w - e n f o r c e m e n t 
o f f i c i a l s have o b t a i n e d f r o m t h e U n i t e d S t a t e s D e p a r t m e n t o f 
S t a t e t h e v i s a a p p l i c a t i o n o f a p a r t i c u l a r i n d i v i d u a l . T h i s v i s a 
a p p l i c a t i o n b e a r s a p h o t o g r a p h o f R u s s i a n Government O f f i c i a l #2. 
A c c o r d i n g t o t h i s v i s a a p p l i c a t i o n , t h e v i s a a p p l i c a n t i s a 
"second s e c r e t a r y " o f t h e R u s s i a n M i s s i o n . 
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CHRISTOPHER R. METSOS, t h e d e f e n d a n t , and R u s s i a n Government 
O f f i c i a l #2, were i n i t i a l l y i n t h e v i c i n i t y o f t h e F o r e s t H i l l s 
T r a i n S t a t i o n , and t h a t METSOS and R u s s i a n Government O f f i c i a l #2 
were each c a r r y i n g an a i l - b u t i d e n t i c a l orange bag. CHRISTOPHER 
R. METSOS, t h e d e f e n d a n t , and R u s s i a n Government O f f i c i a l #2 t h e n 
c o n v e r g e d on a s t a i r c a s e a t t h e F o r e s t H i l l s T r a i n S t a t i o n . 
METSOS walked up t h e s t a i r s ; R u s s i a n Government O f f i c i a l #2 
w a l k e d down t h e s t a i r s . Toward t h e m i d d l e o f t h e s t a i r s , as t h e y 
passed one a n o t h e r , METSOS q u i c k l y handed R u s s i a n Government 
O f f i c i a l #2 h i s orange bag, and R u s s i a n Government O f f i c i a l #2 
q u i c k l y handed METSOS h i s orange bag. METSOS t h e n c o n t i n u e d 
a s c e n d i n g t h e s t a i r s and Ru s s i a n Government O f f i c i a l #2 c o n t i n u e d 
d e s c e n d i n g t h e s t a i r s . 

54. Based on my t r a i n i n g , e x p e r i e n c e , and 
p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e t h a t R u s s i a n 
Government O f f i c i a l #2's orange bag c o n t a i n e d a l a r g e sum o f 
money, and t h a t , a f t e r r e c e i v i n g t h e orange bag f i l l e d w i t h t h e 
money, CHRISTOPHER R. METSOS, t h e d e f e n d a n t , caused t h e money t o 
be g i v e n t o t h e New J e r s e y C o n s p i r a t o r s and t h e S e a t t l e 
C o n s p i r a t o r s t h r o u g h t h e f o l l o w i n g sequence o f e v e n t s : 

a. On o r about May 16, 2004, h o u r s a f t e r METSOS's 
m e e t i n g a t t h e F o r e s t H i l l s T r a i n S t a t i o n w i t h 
R u s s i a n Government O f f i c i a l #2, METSOS and RICHARD 
MURPHY, t h e d e f e n d a n t , met a t t h e Sunn y s i d e 
R e s t a u r a n t . P u r s u a n t t o a j u d i c i a l o r d e r , law-
en f o r c e m e n t a g e n t s c o n d u c t e d a u d i o and v i d e o 
s u r v e i l l a n c e o f t h e m e e t i n g . D u r i n g t h i s m e e t i n g , 
METSOS p r o v i d e d MURPHY w i t h a package w h i c h METSOS 
su g g e s t e d c o n t a i n e d MURPHY's " c u t , " and f u r t h e r 
s u g g e s t e d t h a t t h e " r e s t o f t h e money" was i n a 
c a t e g o r y s e p a r a t e f r o m MURPHY'S " c u t . " METSOS 
t h e n t o l d MURPHY: "you w i l l meet t h i s guy, t e l l 
h i m U ncle P a u l l o v e s h i m . . . he w i l l know . . . 
I t i s w o n d e r f u l t o be Santa Claus i n May." 

b. I n t h e h o u r s a f t e r t h i s c o n v e r s a t i o n , d a t a f r o m a 
G l o b a l P o s i t i o n i n g System d e v i c e ("GPS De v i c e " ) 
t h a t had been i n s t a l l e d p u r s u a n t t o a j u d i c i a l 
o r d e r on a c a r a s s o c i a t e d w i t h METSOS i n d i c a t e d 
t h a t t h e c a r was t r a v e l i n g n o r t h , and t h a t i t 
s t o p p e d i n t h e v i c i n i t y o f W u r t s b o r o , New York, on 
o r a b o u t May 17, 2004. 1 1 

1 1 D u r i n g t h e f a l l o f 2004, l a w - e n f o r c e m e n t a g e n t s s e a r c h e d 
i n t h e a r e a where, a c c o r d i n g t o t h e GPS D e v i c e , t h e c a r 
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c. About two weeks a f t e r t h e se e v e n t s , l aw-
enf o r c e m e n t a g e n t s , a c t i n g p u r s u a n t t o a j u d i c i a l 
o r d e r , i n t e r c e p t e d a c a l l between MICHAEL ZOTTOLI, 
t h e d e f e n d a n t , and MURPHY. D u r i n g t h a t c a l l , 
•ZOTTOLI and MURPHY agreed t o meet on "June 19" a t 
"3:00." No m e e t i n g p l a c e was d i s c u s s e d . 

d. On o r about June 18, 2004, ZOTTOLI and PATRICIA 
MILLS, t h e d e f e n d a n t s , boarded an a i r p l a n e a t t h e 
Sea t t l e - T a c o m a I n t e r n a t i o n a l A i r p o r t , bound f o r 
Newark I n t e r n a t i o n a l A i r p o r t . F o l l o w i n g t h e i r 
a r r i v a l a t Newark I n t e r n a t i o n a l A i r p o r t , ZOTTOLI 
and MILLS checked i n t o a h o t e l i n M a n h a t t a n 
("Manhattan H o t e l " ) . 

e. On o r about June 19, 2004, a t a p p r o x i m a t e l y 3:00 
p.m., ZOTTOLI a r r i v e d a t an e n t r a n c e t o 
Manhattan's C e n t r a l Park ( t h e "Park E n t r a n c e " ) . 
A f t e r ZOTTOLI a r r i v e d , a member o f an FBI 
s u r v e i l l a n c e team saw MILLS s i t t i n g on a bench i n 
t h e v i c i n i t y o f t h e Park E n t r a n c e . MILLS remained 
on t h e bench f o r a p p r o x i m a t e l y o n e - a n d - a - h a l f 
h o u r s , l o o k i n g t o w a r d t h e Park E n t r a n c e where 
ZOTTOLI was. Based on my t r a i n i n g , e x p e r i e n c e , 
and p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e 
t h a t MILLS was en g a g i n g i n c o u n t e r - s u r v e i l l a n c e -
w a t c h i n g t h e a r e a where ZOTTOLI was t r y i n g t o meet 
MURPHY, i n o r d e r t o d e t e r m i n e w h e t h e r t h e m e e t i n g 
was b e i n g s u r v e i l l e d . 

f . W h i l e ZOTTOLI was i n t h e v i c i n i t y o f t h e Park 
E n t r a n c e , MURPHY was nearby, b u t ZOTTOLI and 
MURPHY d i d n o t appear t o see each o t h e r , and 
ZOTTOLI u l t i m a t e l y r e t u r n e d t o t h e M a n h a t t a n H o t e l 
w i t h o u t m e e t i n g w i t h MURPHY. L a t e r t h a t day, 
p u r s u a n t t o a j u d i c i a l o r d e r , l a w - e n f o r c e m e n t 
a g e n t s i n t e r c e p t e d a c a l l between ZOTTOLI and 
MURPHY. D u r i n g t h e c a l l , MURPHY e x p l a i n e d t o 
ZOTTOLI t h a t "we m i g h t have, ah, have d i f f e r e n t 
p l a c e i n mind. I was t h e r e a t t h r e e . " ZOTTOLI 

a s s o c i a t e d w i t h METSOS had s t o p p e d . I n t h a t a r e a ("Bury 
L o c a t i o n " ) , l a w - e n f o r c e m e n t a g e n t s saw a p a r t i a l l y b u r i e d brown 
b e e r b o t t l e . Law-enforcement a g e n t s c l e a r e d away a p p r o x i m a t e l y 
f i v e i n c h e s o f d i r t , and, b u r i e d i n t h e g r o u n d , o b s e r v e d a 
package wrapped i n d u c t t a p e . The ag e n t s p h o t o g r a p h e d t h e 
package, and t h e n r e p l a c e d t h e d i r t a t t h e B u r y L o c a t i o n . 
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r e p l i e d , i n p a r t , " I was t h e r e a t t h r e e o ' c l o c k , 
t o o . " ZOTTOLI and MURPHY t h e n a g r e e d t o t r y t o 
meet a g a i n t h e n e x t day. 

g. On o r about June 20, 2004, a t a p p r o x i m a t e l y 4:00 
p.m., ZOTTOLI a r r i v e d i n t h e v i c i n i t y o f t h e 
m e t a l l i c g l o b e n e a r t h e subway e n t r a n c e l o c a t e d a t 
Columbus C i r c l e . ZOTTOLI and MURPHY met near t h e 
subway e n t r a n c e and were o b s e r v e d and p h o t o g r a p h e d 
by FBI agents as t h e y t a l k e d t o one a n o t h e r . 
N e i t h e r ZOTTOLI n o r MURPHY was c a r r y i n g a n y t h i n g -
b u t MURPHY was w e a r i n g a backpack. ZOTTOLI and 
MURPHY t h e n e n t e r e d C e n t r a l Park t o g e t h e r . 
A p p r o x i m a t e l y t h r e e m i n u t e s l a t e r , ZOTTOLI and 
MURPHY s e p a r a t e l y l e f t C e n t r a l Park, h e a d i n g i n 
d i f f e r e n t d i r e c t i o n s . Now, ZOTTOLI was c a r r y i n g 
s o mething — a r e d pape r bag w i t h t h e l o g o o f a 
museum on i t . 

h. On o r about June 24, 2004, ZOTTOLI and MILLS 
boarded an a i r p l a n e a t Newark I n t e r n a t i o n a l 
A i r p o r t bound f o r S e a t t l e , Washington, and t h e n 
r e t u r n e d t o t h e S e a t t l e A p a r t m e n t . 

55. Based on my t r a i n i n g , e x p e r i e n c e , and 
p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , and as s e t f o r t h more f u l l y 
i n t h e s u b - p a r a g r a p h s t h a t f o l l o w , I b e l i e v e t h a t , a p p r o x i m a t e l y 
two y e a r s a f t e r t h e e v e n t s d e s c r i b e d i n t h e p r e c e d i n g sub­
p a r a g r a p h s , t h e S e a t t l e C o n s p i r a t o r s r e t u r n e d t o New York - and 
r e t r i e v e d t h a t p o r t i o n o f t h e money t h a t CHRISTOPHER R. METSOS, 
t h e d e f e n d a n t , had r e c e i v e d i n 20 04 f r o m R u s s i a n Government 
O f f i c i a l #2 and t h a t METSOS had b u r i e d d u r i n g 2 004 i n u p s t a t e New 
York. 

a. On o r ab o u t June 5, 2006, MICHAEL ZOTTOLI and 
PATRICIA MILLS, t h e d e f e n d a n t s , b o a r d e d a p l a n e a t 
t h e Seattle-Tacoma I n t e r n a t i o n a l A i r p o r t bound f o r 
t h e John F. Kennedy I n t e r n a t i o n a l A i r p o r t , l o c a t e d 
i n New York C i t y . On o r ab o u t June 8, 2006, 
ZOTTOLI and MILLS t r a v e l e d i n t h e d i r e c t i o n o f 
Wu r t s b o r o , New Yor k — t o t h e Bury L o c a t i o n , where, 
two y e a r s b e f o r e , METSOS had gone j u s t a f t e r 
r e c e i v i n g money f r o m R u s s i a n Government O f f i c i a l 
#2 a t t h e F o r e s t H i l l s T r a i n S t a t i o n . 

b. A t t h e Bury L o c a t i o n on June 8, 2006, c o u r t -
a u t h o r i z e d v i d e o s u r v e i l l a n c e was b e i n g c o n d u c t e d 
by t h e FBI. On t h e s u r v e i l l a n c e v i d e o , ZOTTOLI 
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can be seen d i g g i n g a t t h e Bury L o c a t i o n , and 
r e t r i e v i n g f r o m t h e L o c a t i o n a s m a l l package — i n 
t h e immediate v i c i n i t y o f where t h e brown b e e r 
b o t t l e was p a r t l y dug up by la w - e n f o r c e m e n t a g e n t s 
d u r i n g t h e f a l l o f 2004. On t h e s u r v e i l l a n c e 
v i d e o , MILLS i s v i s i b l e i n t h e v i c i n i t y o f t h e 
Bury L o c a t i o n . 

c. S h o r t l y a f t e r v i s i t i n g t h e Bury L o c a t i o n , on o r 
about June 9, 2006, ZOTTOLI and MILLS t r a v e l e d t o 
Washington, DC. I n Washington, DC, t h e y s t a y e d i n 
a h o t e l ("Washington H o t e l " ) . I n t h e i r room a t 
t h e Washington H o t e l , a u d i o and v i s u a l 
s u r v e i l l a n c e was b e i n g c o n d u c t e d p u r s u a n t t o 
j u d i c i a l o r d e r . I n t h e s u r v e i l l a n c e v i d e o , 
ZOTTOLI i s seen w i t h what appears t o be a "money 
b e l t " w h i c h seems f u l l . The s u r v e i l l a n c e v i d e o 
r e f l e c t s t h a t , when ZOTTOLI and MILLS l e f t t h e 
Washington H o t e l , ZOTTOLI g e n e r a l l y wore t h e money 
belt, - and when t h e y were i n t h e room, ZOTTOLI 
g e n e r a l l y p l a c e d t h e b e l t o u t o f v i e w , i n c l u d i n g 
u n d e r n e a t h a p i l l o w on t h e bed. The v i d e o a l s o 
shows ZOTTOLI a p p a r e n t l y d i v i d i n g t h e money among 
s e v e r a l w a l l e t s . 

C. THE 2009 BRUSH-PASS; RUSSIAN GOVERNMENT OFFICIAL #3  
GIVES MONEY TO DEFENDANT RICHARD MURPHY 

1. MOSCOW CENTER ARRANGES THE 2009 BRUSH-PASS 

56. As s e t f o r t h i n more d e t a i l below, i n t h e summer 
o f 2009, and a t t h e d i r e c t i o n o f Moscow Cent e r , a R u s s i a n 
government o f f i c i a l who works a t t h e Manhattan-based Permanent 
M i s s i o n o f t h e R u s s i a n F e d e r a t i o n t o t h e U n i t e d N a t i o n s ("Russian 
Government O f f i c i a l #3") s u r r e p t i t i o u s l y gave cash and a f l a s h 
memory s t i c k t o RICHARD MURPHY, t h e d e f e n d a n t , d u r i n g a " b r u s h -
pass" a t a New Y o r k - a r e a t r a i n s t a t i o n . Soon t h e r e a f t e r , MURPHY 
handed o v e r a p o r t i o n o f t h e money (and t h e f l a s h memory s t i c k ) 
t o MICHAEL ZOTTOLI, t h e d e f e n d a n t , j u s t as, i n 2004, when MURPHY 
handed o v e r SVR money t o ZOTTOLI i n C e n t r a l Park. 

57. D u r i n g t h e s p r i n g and summer o f 2 009, t h e New 
J e r s e y C o n s p i r a t o r s exchanged messages w i t h Moscow C e n t e r a b o u t a 
U n i t e d S t a t e s m e e t i n g between RICHARD MURPHY, t h e d e f e n d a n t , and 
R u s s i a n Government O f f i c i a l #3. For example, one o f t h e New 
J e r s e y C o n s p i r a t o r s ' E l e c t r o n i c Messages, w h i c h i s d a t e d f r o m 
A p r i l 2009, i n d i c a t e d t h e pu r p o s e o f t h e m e e t i n g ( f o r MURPHY t o 
be g i v e n money, w h i c h MURPHY w o u l d p r o v i d e t o a n o t h e r I l l e g a l ) ; 
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where t h e m e e t i n g w o u l d t a k e p l a c e ; and what t h e " f i e l d s t a t i o n 
r e p [ r e s e n t a t i v e ] " b r i n g i n g t h e money w o u l d l o o k l i k e . I n t h i s 
Message, and i n o t h e r s , MURPHY was i d e n t i f i e d as "A," Russ i a n 
Government O f f i c i a l #3 was i d e n t i f i e d as "R, " and Moscow Center 
was i d e n t i f i e d as "C" : 

C p l a n s t o c o n d u c t f l a s h m e e t i n g w. A t o pass h i m 
$300K f r o m o u r e x p e r i e n c e d f i e l d s t a t i o n r e p ( R ) . 
H a l f o f i t i s f o r you. A n o t h e r h a l f i s t o be passed 
t o young c o l l e a g u e (known t o you) i n f a l l ' 0 9 - w i n t e r . 
'10. . . . 

Plac e : N o r t h W h i t e P l a i n s t r a i n s t a t i o n ( H a rlem L i n e ) , 
q u i e t and d e s e r t e d on weekends. No s u r v e i l l a n c e 
cameras. R - male i n e a r l y 3 0s, d a r k brown 
h a i r . . . . 

Scheme o f f l a s h m e e t i n g : . . . A and R meet i n l o w e r 
p a r t o f s t a i r c a s e , i n dead zone. R hands o v e r and A 
g e t s pack w. money (A's BN [Barnes and N o b l e ] bag 
s t a y s i n y o u r hands, A h i d e s pack w. money i n t o h i s 
t o t e ) . 

58. I n subsequent messages, t h e d a t e and t i m e o f t h e 
m e e t i n g was s e t — and i t was agreed t h a t RICHARD MURPHY, t h e 
d e f e n d a n t , w o u l d g i v e a man c a l l e d "Mike" t h e f l a s h memory c a r d 
and some o f t h e money t h a t he (MURPHY) was t o r e c e i v e f r o m 
R u s s i a n Government O f f i c i a l #3. Based on my t r a i n i n g , 
e x p e r i e n c e , and p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e 
t h a t "Mike," i s MICHAEL ZOTTOLI, t h e d e f e n d a n t - who MURPHY 
passed SVR money t o i n C e n t r a l Park i n 2004. 

2. THE 2009 BRUSH-PASS 

59. On June 6, 2009, p u r s u a n t t o j u d i c i a l o r d e r , law-
enf o r c e m e n t a g e n t s c o n d u c t e d v i d e o s u r v e i l l a n c e o f t h e N o r t h 
W h i t e P l a i n s t r a i n s t a t i o n ("White P l a i n s T r a i n S t a t i o n " ) l o c a t e d 
i n White P l a i n s , New York. As d e s c r i b e d below, t h a t s u r v e i l l a n c e 
c a p t u r e d RICHARD MURPHY, t h e d e f e n d a n t , r e c e i v i n g a s h o p p i n g bag 
f r o m R u s s i a n Government O f f i c i a l #3 d u r i n g a b r u s h - p a s s . 

60. The s u r v e i l l a n c e v i d e o r e f l e c t s t h a t R u s s i a n 
Government O f f i c i a l #3 was h o l d i n g a s h o p p i n g bag ("Shopping 
Bag") . 1 2 As R u s s i a n Government O f f i c i a l #3 descended f r o m t h e 

1 2 On numerous o c c a s i o n s , l a w - e n f o r c e m e n t o f f i c e r s have 
o b s e r v e d t h e p e r s o n who appears t o be R u s s i a n Government O f f i c i a l 
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t r a i n p l a t f o r m , RICHARD MURPHY, t h e d e f e n d a n t , w a l k e d up t h e same 
s t a i r s . As Ru s s i a n Government O f f i c i a l #3 and MURPHY passed one 
a n o t h e r on t h e s t a i r s , MURPHY h e l d o u t h i s backpack and Russ i a n 
Government' O f f i c i a l #3 p l a c e d t h e Shopping Bag t h a t he had been 
h o l d i n g i n t o MURPHY's backpack. MURPHY and R u s s i a n Government 
O f f i c i a l #3 d i d n o t seem t o speak t o one a n o t h e r ; t h e y paused on 
t h e s t a i r s j u s t l o n g enough t o make t h e t r a n s f e r . MURPHY t h e n 
c o n t i n u e d up t h e s t a i r s t o t h e t r a i n p l a t f o r m , and R u s s i a n 
Government O f f i c i a l #3 c o n t i n u e d down t h e s t a i r s and wa l k e d away. 

6 1 . Soon a f t e r t h e brush-pass d e s c r i b e d above, t h e FBI 
p r e s e r v e d a message f r o m t h e SVR t o t h e New J e r s e y C o n s p i r a t o r s 
t h a t r e a d , i n p a r t , as f o l l o w s , " F l a s h m e e t i n g : w e l l done, A, 
good j o b . Thank you. R. and o u r t e c h . p e o p l e i n NY d i d n ' t 
n o t i c e a n y t h i n g s u s p i c i o u s [ . ] " 

3 . MURPHY GIVES THE MONEY HE RECEIVED DURING THE 2009  
BRUSH-PASS TO ZOTTOLI 

62. A f t e r RICHARD MURPHY, t h e d e f e n d a n t , r e c e i v e d 
money and a f l a s h memory c a r d f r o m Russian Government O f f i c i a l #3 
as d e s c r i b e d above, MURPHY gave some o f t h i s money and t h e f l a s h -
memory c a r d t o MICHAEL ZOTTOLI, t h e d e f e n d a n t . I n t h e months 
a f t e r t h e a b o v e - d e s c r i b e d June 2009 brush-pass a t t h e White 
P l a i n s T r a i n S t a t i o n , t h e New J e r s e y C o n s p i r a t o r s and t h e SVR 
communicated on numerous o c c a s i o n s as t o p r e c i s e l y where and when 
MURPHY would meet w i t h "Mike." Among o t h e r t h i n g s , t h e New 
J e r s e y C o n s p i r a t o r s were t o l d t h a t MURPHY c o u l d d e f i n i t i v e l y 
r e c o g n i z e "Mike" by h a v i n g t h e f o l l o w i n g exchange w i t h "Mike": 

["]Excuse me, d i d we meet i n Bangkok i n A p r i l l a s t 
y e a r ? " . Reply: I d o n ' t know about A p r i l , b u t I was i n 
T h a i l a n d i n May o f t h a t y e a r . 

63. On o r about September 26, 2009, l a w - e n f o r c e m e n t 
a g e n t s , a c t i n g p u r s u a n t t o a j u d i c i a l o r d e r , c o n d u c t e d a u d i o and 
v i d e o s u r v e i l l a n c e o f a p a r t i c u l a r s t r e e t c o r n e r l o c a t e d i n 
B r o o k l y n , New York ( " B r o o k l y n S t r e e t Corner") as w e l l as t h e a r e a 
around i t . On t h a t d a t e , agents saw MICHAEL ZOTTOLI, t h e 

#3 e n t e r i n g t h e R u s s i a n M i s s i o n . I n a d d i t i o n , l a w - e n f o r c e m e n t 
o f f i c i a l s have o b t a i n e d f r o m t h e U n i t e d S t a t e s D e p a r t m e n t o f 
S t a t e t h e v i s a a p p l i c a t i o n o f a p a r t i c u l a r i n d i v i d u a l . T h i s v i s a 
a p p l i c a t i o n b e a r s a p h o t o g r a p h o f Russ i a n Government O f f i c i a l #3. 
A c c o r d i n g t o t h i s v i s a a p p l i c a t i o n , t h e v i s a a p p l i c a n t i s a 
" t h i r d s e c r e t a r y " o f t h e Russ i a n M i s s i o n . 
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d e f e n d a n t , s t a n d i n g i n t h e immediate v i c i n i t y o f t h e B r o o k l y n 
S t r e e t Corner when he was approached by RICHARD MURPHY, t h e 
d e f e n d a n t . MURPHY was w e a r i n g a backpack. MURPHY and ZOTTOLI 
shook hands, and t h e n appeared t o speak w i t h one a n o t h e r . The 
men t h e n walked a r o u n d t o g e t h e r and u l t i m a t e l y s a t down on a p a r k 
bench i n F o r t Greene Park i n B r o o k l y n ( " B r o o k l y n Park") where 
t h e y appeared t o be t a l k i n g t o each o t h e r . W h i l e s i t t i n g on t h e 
bench, a f t e r a p p r o x i m a t e l y 90 m i n u t e s , MURPHY gave ZOTTOLI a bag 
and a s m a l l e r i t e m . MURPHY and ZOTTOLI t h e n s t o o d up f r o m t h e 
B r o o k l y n Park bench and w a l k e d away i n s e p a r a t e d i r e c t i o n s . 

64. I n a September 28, 2009 c o m m u n i c a t i o n t o Cente r 
( t h a t i d e n t i f i e d RICHARD MURPHY and MICHAEL ZOTOLLI, t h e 
d e f e n d a n t s , by t h e i n i t i a l s A and M, r e s p e c t i v e l y ) , t h e New 
J e r s e y C o n s p i r a t o r s t o l d C e n t e r , "Meeting w i t h M was s u c c e s s f u l . 
A passed t o M t h e c a r d and $150K." 

65. Based on my t r a i n i n g , e x p e r i e n c e , and 
p a r t i c i p a t i o n i n t h i s i n v e s t i g a t i o n , I b e l i e v e t h a t on o r about 
September 26, 2009, RICHARD MURPHY, t h e d e f e n d a n t , handed MICHAEL 
ZOTTOLI, t h e d e f e n d a n t , t h e money ("$150k") and t h e f l a s h memory 
c a r d ("the c a r d " ) t h a t had been g i v e n t o him (MURPHY) by Ru s s i a n 
Government O f f i c i a l #3 a few weeks b e f o r e , on o r a b o u t June 6, 
2009. 

D. MURPHY'S 2 010 DELIVERY OF COMPUTERS TO MOSCOW CENTER  
AND ZOTTOLI 

66. As s e t f o r t h below, i n e a r l y 2010, t h e SVR 
i n s t r u c t e d RICHARD MURPHY, t h e d e f e n d a n t , t o r e t u r n t o Moscow 
C e n t e r , and t o buy and t o b r i n g w i t h him a p a r t i c u l a r model o f 
l a p t o p computer. A f t e r r e c e i v i n g t h e s e d i r e c t i o n s , MURPHY bought 
t h e computer and t o o k i t t o Moscow Cent e r , as i n s t r u c t e d . MURPHY 
r e t u r n e d t o t h e U n i t e d S t a t e s f r o m Moscow C e n t e r w i t h t h e same 
model o f l a p t o p , and t h e n met MICHAEL ZOTTOLI, t h e d e f e n d a n t , i n 
B r o o k l y n , New York. D u r i n g t h a t m e e t i n g , MURPHY gave ZOTTOLI a 
l a p t o p computer, and e x p l a i n e d t o ZOTTOLI how ZOTTOLI was t o use 
t h e l a p t o p t o communicate w i t h C e n t e r . 

1. MOSCOW CENTER ARRANGES FOR MURPHY TO TRAVEL TO  
CENTER 

67. C e n t e r o u t l i n e d t h e p l a n s f o r t h e a b o v e - d e s c r i b e d 
t r a v e l i n a s e r i e s o f J a n u a r y 2010 messages, i n w h i c h RICHARD 
MURPHY, t h e d e f e n d a n t , was i d e n t i f i e d as "A," and C e n t e r was 
i d e n t i f i e d as "C." C e n t e r d e s c r i b e d t h e d a t e s and r o u t e f o r t h e 
t r a v e l , and a l s o e x p l a i n e d t h a t , a f t e r MURPHY a r r i v e d i n Europe, 
he w o u l d r e c e i v e - by means o f a "brush-pass" o r " f l a s h m e e t i n g " 

26 



w i t h an SVR o f f i c i a l - a f a l s e p a s s p o r t f o r h i s c o n t i n u e d t r a v e l 
t o R ussia. 

[W]e e x p e c t A t o a r r i v e t o C i n F e b r u a r y . . . . 

[ L ] e t us know A's i t i n e r a r y : d a t e and t i m e o f docs 
exchange ( i n c l u d i n g r e s e r v e ones) en r o u t e t o and f r o m 
C; d u r a t i o n o f h i s s t a y i n C. ( f o r b u s i n e s s i s s u e s we 
need 2-3 d a y s ) . A's r o u t e ( o l d o n e ) : USA-Europe(Rome) 
on US p a s s p o r t ; exchange o f docs - i n Rome. Than [ s i c ] 
Rome-Milan by t r a i n . I n M i l a n A. t a k e s f l i g h t SU-286 
(combined A e r o f l o t - A l I t a l i a f l i g h t ) . W e ' l l p r o v i d e A 
w [ i t h ] two-way e - t i c k e t Milan-Moscow-Milan. 

We c o n f i r m t h a t A's docs'11 be i n Rome by Jan. 23, so A 
may p l a n F [ l a s h ] M [ e e t i n g ] w i t h C's r e p r [ e s e n t a t i v e ] 
f o r documents exchange any day a f t e r t h a t t i m e . 
M e e t i n g p l a c e i n Rome (same) - MP "Stan" ( a t t h e 
show-window o f t h e shop " L i b r e r i a " , a d d r e s s V i a 
I l l i r i a , 14 under ad d r e s s p o i n t e r o f t h e house, subway 
s t a t i o n San G i o v a n n i ) [ . ] 

68. I n a n o t h e r J a n u a r y 2010 message, C e n t e r e x p l a i n e d 
how RICHARD MURPHY, t h e d e f e n d a n t , and t h e SVR's a g e n t w o u l d be 
a b l e t o i d e n t i f y each o t h e r i n Rome, and a l s o d e s c r i b e d f o r 
MURPHY t h e f a l s e I r i s h " t r a n s i t p a s s p o r t " t h a t he w o u l d r e c e i v e 
i n Rome f o r t r a v e l f r o m Rome t o Moscow: 

Password (C's r e p [ r e s e n t a t i v e ] ) - "Excuse me, c o u l d we 
have met i n M a l t a i n 1999" (key words: M a l t a , 1 9 9 9 ) . 
A's r e p [ l y ] - "Yes i n d e e d , I was i n La V a l e t t a , b u t i n 
2000" (key words: La V a l e t t a , 2 0 0 0 ) . 

A's r e c o g n i t i o n s i g n : "Time" magazine i n A's hands 
( t i t l e t o be seen f r o m o u t s i d e ) . S i g n o f d a n g e r : 
"Time" magazine i n A's l e f t hand ( t i t l e t o be seen f r o m 
o u t s i d e ) . 

T r a n s i t p a s s p o r t ( o l d one) - I r e l a n d . . . 
- Name D o h e r t y Eunan G e r a r d ; 
- d.o.b. . . . 
- n a t i o n a l i t y i r i s h ; 
- d. o f i s s u e 30 J u l . 01, exp. d a t e 30 J u l . 2 0 1 1 ; 
- p l a c e o f i s s u e D u b l i n ; 
-. . . p u r p o s e o f t h e v i s i t - b u s i n e s s t r i p . Legend -
i n t e r p r e t e r o r I T s p e c i a l i s t ( a t A"s [ s i c ] d i s c r e t i o n ) 
by i n v i t a t i o n o f [ R u s s i a n E x e c u t i v e ] . . . ( t h e 
p r i n t - o u t copy o f i n v i t a t i o n w i l l be i n t h e e n v e l o p e 
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w [ i t h ] t r a n s i t docs) 

69. I n a J a n u a r y 28, 2010 message, Moscow C e n t e r 
e l a b o r a t e d on t h e d e f e n d a n t RICHARD MURPHY'S t r a v e l p l a n s , 
e x p l a i n i n g t h a t C e n t e r w o u l d "buy [an] e - t i c k e t ( u s i n g [MURPHY's] 
I r t i s h ] p a s s p o r t d a t a ) , " and t h a t MURPHY c o u l d access a copy o f 
documents r e l a t e d t o t h e t i c k e t i n t h e d r a f t s f o l d e r o f a 
p a r t i c u l a r e m a i l address i f n e c e s s a r y . The SVR a l s o e x p l a i n e d 
t h a t t h e d i s c u s s i o n s a t Moscow Center would i n v o l v e t h e " u s u a l 
s t u f f , " i n c l u d i n g " i n t e l l i g e n c e ] . " 

2. MURPHY BUYS COMPUTER EQUIPMENT 

70. I n a d d i t i o n t o a r r a n g i n g t h e d e f e n d a n t , RICHARD 
MURPHY'S t r a v e l t o Moscow C e n t e r , i n i t s J a n u a r y 2010 messages, 
t h e SVR a l s o i n s t r u c t e d MURPHY t o buy c e r t a i n c omputer equipment 
u s i n g " a l l n e c e s s a r y p r e c a u s i o n s [ s i c ] : no p r e l i m i n a r y o r d e r , 
pay cash, d e s t r o y r e c e i p t s , e t c . , " and t o b r i n g t h a t computer 
equipment t o Ce n t e r . 

7 1 . A f t e r RICHARD MURPHY, t h e d e f e n d a n t , r e c e i v e d 
t h e s e i n s t r u c t i o n s , on o r a b o u t F e b r u a r y 9, 2010, l a w - e n f o r c e m e n t ' 
a g e n t s c o n d u c t i n g s u r v e i l l a n c e o f MURPHY saw him e n t e r a computer 
r e t a i l e r ( t h e "Computer S t o r e " ) i n Manhattan, and t h e n l e a v e t h e 
s t o r e a s h o r t t i m e l a t e r c a r r y i n g what appeared t o be a l a p t o p 
c omputer box. L a t e r t h a t day, t h r e e Computer S t o r e employees 
spoke w i t h i n v e s t i g a t i n g a g e n t s and i d e n t i f i e d MURPHY f r o m a 
p h o t o g r a p h as h a v i n g b o u g h t a l a p t o p computer f r o m t h e Computer 
S t o r e e a r l i e r i n t h e day. One o f t h e employees r e p o r t e d t h a t 
MURPHY had s a i d h i s name was "David . " A data b a s e o f s a l e s 
m a i n t a i n e d by t h e Computer S t o r e r e f l e c t e d t h a t , e a r l i e r t h a t 
day, an i n d i v i d u a l who i d e n t i f i e d h i m s e l f as "D a v i d H i l l e r " had 
p a i d c a s h f o r , i n t e r a l i a , an ASUS EEE PC 1005HA-P l a p t o p 
computer. T h i s was t h e make and model o f computer t h a t t h e SVR 
had d i r e c t e d MURPHY t o buy. 

3. MURPHY TRAVELS TO MOSCOW CENTER AND RETURNS  
WITH A LAPTOP 

72. Records m a i n t a i n e d by t h e U n i t e d S t a t e s Department 
o f Homeland S e c u r i t y , Customs and B o r d e r P r o t e c t i o n ("CBP"), 
r e f l e c t t h a t RICHARD MURPHY, t h e d e f e n d a n t , was a p a s s e n g e r on 
C o n t i n e n t a l A i r l i n e s f l i g h t 40 t o Rome, w h i c h d e p a r t e d Newark 
A i r p o r t on F e b r u a r y 2 1 , 2010 - w h i c h i s c o n s i s t e n t w i t h C e n t e r ' s 
i n s t r u c t i o n t h a t MURPHY f l y t o Rome b e f o r e r e c e i v i n g a f a l s e 
I r i s h p a s s p o r t f o r h i s c o n t i n u e d t r a v e l t o Moscow C e n t e r . CBP 
r e c o r d s a l s o r e f l e c t t h a t RICHARD MURPHY r e t u r n e d t o t h e U n i t e d 
S t a t e s v i a C o n t i n e n t a l A i r l i n e s f l i g h t 4 1 , w h i c h a r r i v e d a t 
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Newark A i r p o r t f r o m Rome on March 3, 2010. 

73. Agents c o n d u c t i n g v i s u a l s u r v e i l l a n c e a t Newark 
A i r p o r t on March 3, 2010, saw MURPHY a r r i v e f r o m an i n b o u n d 
f l i g h t , where an o f f i c i a l w i t h t h e U n i t e d S t a t e s Department o f 
Homeland S e c u r i t y s e arched MURPHY's luggage. MURPHY's luggage 
c o n t a i n e d t h e same make and model o f l a p t o p computer t h a t MURPHY 
had bought u s i n g t h e name "Davi d H i l l e r " on F e b r u a r y 9, 2010. 1 3 

MURPHY DELIVERS A LAPTOP COMPUTER TO ZOTTOLI 

74. On o r about March 6, 2 010, a t a p p r o x i m a t e l y 12:25 
p.m., a g e n t s c o n d u c t i n g v i s u a l s u r v e i l l a n c e o f MICHAEL ZOTTOLI 
and PATRICIA MILLS, t h e d e f e n d a n t s , saw them l e a v e t h e A r l i n g t o n 
A p a r t m e n t i n a g r e y BMW sedan r e g i s t e r e d i n ZOTTOLI's name. 
ZOTTOLI and MILLS d r o v e f r o m t h e A r l i n g t o n A p a r t m e n t t o a 
Ma n h a t t a n H o t e l ( t h e "Upper East Side H o t e l " ) , w h i c h t h e y were 
seen e n t e r i n g a t a p p r o x i m a t e l y 6:00 p.m. t h a t day. 

75. On o r about March 7, 2010, a g e n t s e s t a b l i s h e d 
s u r v e i l l a n c e i n t h e v i c i n i t y o f t h e F o r t Greene n e i g h b o r h o o d o f 
B r o o k l y n , New York, where RICHARD MURPHY, t h e d e f e n d a n t , had 
p r e v i o u s l y been seen m e e t i n g w i t h MICHAEL ZOTTOLI, t h e d e f e n d a n t , 
i n September 2009. As d e s c r i b e d below, on o r a b o u t March 7, 
2010, ZOTTOLI went t o t h e v i c i n i t y o f t h e B r o o k l y n Park, where he 
met w i t h MURPHY i n a c o f f e e shop and r e c e i v e d a l a p t o p computer 
f o r c o m m u n i c a t i n g w i t h C e n t e r . 

a. A t a p p r o x i m a t e l y 11:00 a.m., a g e n t s c o n d u c t i n g 
s u r v e i l l a n c e i n B r o o k l y n o b s e r v e d MURPHY and 
ZOTTOLI meet a t a pay phone l o c a t e d a t t h e c o r n e r 
o f V a n d e r b i l t and DeKalb Avenues, and t h e n w a l k t o 
a n e a r b y c o f f e e shop ( t h e " C o f f e e Shop"). When 
MURPHY and ZOTTOLI e n t e r e d t h e C o f f e e Shop, MURPHY 
was c a r r y i n g a backpack and ZOTTOLI was c a r r y i n g a 
d u f f e l bag. 

1 3 A l t h o u g h t h e computer t h a t MURPHY b r o u g h t back f r o m 
Moscow C e n t e r was t h e same make and model as t h e one he bo u g h t on 
F e b r u a r y 9, t h e two computers appear t o have d i f f e r e n t s e r i a l 
numbers. The Homeland S e c u r i t y o f f i c i a l who c o n d u c t e d t h e above-
d e s c r i b e d a i r p o r t s e a r c h saw a s t i c k e r on t h e b o t t o m o f t h e 
l a p t o p t h a t MURPHY b r o u g h t back f r o m Moscow C e n t e r b e a r i n g what 
a p p e a r e d t o be a s e r i a l number e n d i n g i n "9719." The s e r i a l 
number o f t h e l a p t o p p u r c h a s e d f r o m t h e Computer S t o r e ended i n 
"1432 ." 
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b. ZOTTOLI and MURPHY s a t down t o g e t h e r a t a t a b l e 
where t h e y s t a y e d f o r a p p r o x i m a t e l y one ho u r and 
f i f t y m i n u t e s . D u r i n g t h a t t i m e , l a w - e n f o r c e m e n t 
a g e n t s s t a t i o n e d i n s i d e t h e C o f f e e Shop o v e r h e a r d 
MURPHY and ZOTTOLI d i s c u s s i n g problems t h a t t h e 
S e a t t l e C o n s p i r a t o r s were h a v i n g w i t h t h e computer 
equipment t h a t t h e y used f o r c o m m u n i c a t i n g w i t h 
C enter. I n response t o ZOTTOLI's d e s c r i p t i o n o f 
t h e s e communications p r o b l e m s , MURPHY s t a t e d ( i n 
s u b s t a n c e and i n p a r t ) , " t h i s s h o u l d h e l p . " 
MURPHY f u r t h e r r e sponded ( i n s u b s t a n c e and i n 
p a r t ) , " i f t h i s d o e s n ' t work we can meet a g a i n i n 
s i x months," and a l s o s a i d " t h e y d o n ' t u n d e r s t a n d 
what we go t h r o u g h o v e r h e r e . " 

c. A t a p p r o x i m a t e l y 12:50 p.m., MURPHY removed a 
p l a s t i c s h o p p i n g bag f r o m h i s backpack and p u t t h e 
p l a s t i c bag i n t o ZOTTOLI's d u f f e l bag,- MURPHY and 
ZOTTOLI t h e n l e f t t h e C o f f e e Shop. 

76. I n one o f t h e New J e r s e y C o n s p i r a t o r s ' E l e c t r o n i c 
Messages, d a t e d March 9, 2010, t h e New J e r s e y c o n s p i r a t o r s 
r e p o r t e d t h a t d u r i n g t h e March 7, 2010 m e e t i n g a t t h e C o f f e e 
Shop, RICHARD MURPHY, t h e d e f e n d a n t , had s u c c e s s f u l l y d e l i v e r e d a 
l a p t o p and cash t o MICHAEL ZOTTOLI, t h e d e f e n d a n t . I n t h a t 
c o m m u n i c a t i o n , ZOTTOLI i s i d e n t i f i e d b y t h e i n i t i a l "M" and 
MURPHY i s i d e n t i f i e d by t h e l e t t e r "A." The New J e r s e y 
C o n s p i r a t o r s a l s o r e l a y e d t o Moscow C e n t e r ZOTTOLI's d e s c r i p t i o n 
o f the. c o m m u n i c a t i o n s p r o b l e m t h e S e a t t l e C o n s p i r a t o r s were 
e x p e r i e n c i n g : 

M e e t i n g w i t h M went as p l a n n e d . . . A passed t o M 
l a p t o p , two f l a s h d r i v e s , and $9K i n cash. 
From what M d e s c r i b e d , t h e p r o b l e m w i t h h i s e q uipment 
i s due t o h i s l a p t o p " h a n g i n g " / " f r e e z i n g " b e f o r e 
c o m p l e t i o n o f t h e no r m a l p rogram r u n . . . 

I n t h e March 9 message, t h e New J e r s e y C o n s p i r a t o r s a l s o r e l a y e d 
t o C e n t e r t h e S e a t t l e C o n s p i r a t o r s ' c o n c e r n s r e g a r d i n g t h e 
s u f f i c i e n c y o f t h e d e f e n d a n t PATRICIA MILLS's f r a u d u l e n t t r a v e l 
documents: 

. . . N e i t h e r can h i s w i f e l e a v e t h e US, because 
w h a t e v e r p a p e r s she has now a r e no l o n g e r s u f f i c i e n t 
f o r t r a v e l , because as o f t h i s y e a r t h e doc 
r e q u i r e m e n t s f o r e n t r y f r o m t h e US t o w h e r e v e r she 
needs t o go have changed. M needs y o u r a d v i c e o n t h e 
s i t u a t i o n and h i s o p t i o n s . 
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V. PASSING INFORMATION TO MOSCOW CENTER AND RECRUITING SOURCES 

77. As was d e s c r i b e d above, t h e p r i m a r y l o n g - t e r m g o a l 
o f t h e I l l e g a l s i s becoming s u f f i c i e n t l y " A m e r i c a n i z e d " s uch t h a t 
t h e I l l e g a l s can: ( i ) r e c r u i t s o u r c e s who can i n f i l t r a t e U n i t e d 
S t a t e s p o l i c y - m a k i n g c i r c l e s ; and ( i i ) g a t h e r i n f o r m a t i o n t o send 
i t back t o R u s s i a . Set f o r t h b elow a r e some s e l e c t e d i n s t a n c e s 
o f how t h e I l l e g a l s — even as t h e y l i v e i n America, w o r k i n g t o 
deepen t h e i r c o v e r s t o r i e s — have begun t o pass i n f o r m a t i o n and 
t o r e c r u i t s o u r c e s . 

Â . THE BOSTON CONSPIRATORS 

78. As i s s e t f o r t h more f u l l y below, o v e r t h e y e a r s , 
t h e B o s t o n C o n s p i r a t o r s have been c o l l e c t i n g i n f o r m a t i o n a t t h e 
r e q u e s t o f Moscow Center-. 

a. The Boston C o n s p i r a t o r s have r e c e i v e d " i n f o t a s k s " 
- d i r e c t i v e s w i t h r e s p e c t t o i n f o r m a t i o n t h a t 
Moscow Center wanted them t o f o c u s on o b t a i n i n g , 
s u ch as, among o t h e r t h i n g s , U n i t e d S t a t e s f o r e i g n 
p o l i c y . For example, a B o s t o n C o n s p i r a t o r s ' 
I n t e r n e t Message f r o m i n o r abo u t A p r i l 2006, s e t 
f o r t h t h e " [ i ] n f o t a s k f o r May and Jun [ s i c ] , " 
w h i c h was t o i n c l u d e g a t h e r i n g i n f o r m a t i o n 
r e g a r d i n g , among o t h e r t h i n g s , U n i t e d S t a t e s 
p o l i c y w i t h r e g a r d t o t h e use o f t h e i n t e r n e t b y 
t e r r o r i s t s , U n i t e d S t a t e s p o l i c i e s i n C e n t r a l 
A s i a , problems w i t h U n i t e d S t a t e s m i l i t a r y p o l i c y , 
and " w e s t e r n e s t i m a t i o n o f [R u s s i a n ] f o r e i g n 
p o l i c y . " 

b. I n response t o t h e " i n f o t a s k s " r e c e i v e d f r o m 
Moscow Center, t h e B o s t o n C o n s p i r a t o r s composed 
and s e n t a number o f messages. For example, a 
B o s t o n C o n s p i r a t o r s ' E l e c t r o n i c Message t o Moscow 
C e n t e r f r o m i n o r a b o u t May 2006, f o c u s e d on 
t u r n o v e r a t t h e head o f t h e CIA and t h e 2008 U.S. 
p r e s i d e n t i a l e l e c t i o n . T h i s i n f o r m a t i o n was 
d e s c r i b e d as h a v i n g been " r e c e i v e d i n p r i v a t e 
c o n v e r s a t i o n w i t h [name o m i t t e d ] , f o r m e r 
l e g i s l a t i v e c o u n s e l f o r US Congress, s p e c i a l i s t i n 
[ i n f o r m a t i o n o m i t t e d ] , member o f f a c u l t y i n 
economics o f [ i n f o r m a t i o n o m i t t e d ] . Has c o n t a c t s 
w i t h i n Congress and p o l i c y m a k e r s o f W a s h i n g t o n . " 
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79. As a c o r o l l a r y t o t h e i r i n f o r m a t i o n - c o l l e c t i n g 
e f f o r t s , t h e B o s t o n C o n s p i r a t o r s have c u l t i v a t e d s o u r c e s o f 
i n f o r m a t i o n w i t h i n t h e U n i t e d S t a t e s . Thus, f o r example: 

a. One o f t h e B o s t o n C o n s p i r a t o r s ' E l e c t r o n i c 
Messages, d a t e d September 23, 20 05, r e p o r t e d t h a t 
"Dv." - a t e r m o f t e n used f o r DONALD HOWARD 
HEATHFIELD, t h e d e f e n d a n t - has " e s t a b l i s h e d 
c o n t a c t " w i t h a p a r t i c u l a r p e r s o n . That p e r s o n i s 
a f o r m e r h i g h - r a n k i n g U n i t e d S t a t e s Government 
n a t i o n a l s e c u r i t y o f f i c i a l , whose name i s p r o v i d e d 
i n t h e September 23 message. 

b. A n o t h e r one o f t h e B o s t o n C o n s p i r a t o r s ' E l e c t r o n i c 
Messages, d a t e d December 3, 2004, r e a d s i n p a r t as 
f o l l o w s : " D u r i n g t h e se m i n a r a t [ l o c a t i o n , 
o m i t t e d ] Dv made c o n t a c t s w. [name and t i t l e , 
o m i t t e d ] w o r k i n g f o r [ a U n i t e d S t a t e s Government 
r e s e a r c h f a c i l i t y , name o m i t t e d ] i n [ g e o g r a p h i c a l 
l o c a t i o n o f f a c i l i t y , name o m i t t e d ] . He works on 
i s s u e s o f s t r a t e g i c p l a n n i n g r e l a t e d t o n u c l e a r 
weapon development. Dv. had c o n v e r s a t i o n s w i t h 
h i m about r e s e a r c h programs on s m a l l y i e l d h i g h 
p e n e t r a t i o n n u c l e a r warheads r e c e n t l y a u t h o r i z e d 
by US Congress ( n u c l e a r ' b u n k e r - b u s t e r ' 
w arheads)." 

c. I n o r about 2007, t h e SVR checked i t s own f i l e s 
a b o u t p o t e n t i a l s o u r c e s i d e n t i f i e d by t h e B o s t o n 
C o n s p i r a t o r s and p r o v i d e d t h e B o s t o n C o n s p i r a t o r s 
w i t h i n s t r u c t i o n s r e g a r d i n g how t o p r o c e e d w i t h 
c e r t a i n p o t e n t i a l s o u r c e s : "Got y o u r n o t e . . . 
and s i g n a l . . . . No i n f o i n o u r f i l e s a b o u t 
E.F., BT, DK, RR . . . . Agree w i t h y o u r p r o p o s a l 
t o use 'Farmer' t o s t a r t b u i l d i n g n e t w o r k o f 
s t u d e n t s i n DC. Your r e l a t i o n s h i p w i t h ' P a r r o t ' 
l o o k s v e r y p r o m i s i n g as a v a l i d s o u r c e o f i n f o 
f r o m US power c i r c l e s . To s t a r t w o r k i n g on h i m 
p r o f e s s i o n a l l y we need a l l a v a i l a b l e d e t a i l s on 
h i s background, c u r r e n t p o s i t i o n , h a b i t s , 
c o n t a c t s , o p p o r t u n i t i e s , e t c . . . . P l u s , y o u 
s h o u l d o bserve o u r s e c u r i t y r u l e s and 
recommendations i n w o r k i n g w i t h c o n t a c t s . . . . 
Agree w i t h you [ s i c ] p r o p o s a l t o keep r e l a t i o n s 
w i t h 'Cat' [ t h e same p e r s o n m e n t i o n e d i n t h e 
September 23 message above] b u t w a t c h him." 
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B. THE YONKERS CONSPIRATORS 

80. The Yonkers C o n s p i r a t o r s have a l s o worked t o 
g a t h e r i n f o r m a t i o n on b e h a l f o f t h e SVR. Thus, f o r example, 
t h r o u g h o u t 2002 and 2003, l a w - e n f o r c e m e n t a g e n t s , a c t i n g p u r s u a n t 
t o j u d i c i a l o r d e r s , i n t e r c e p t e d a u r a l c o m m u n i c a t i o n s t a k i n g p l a c e 
i n s i d e t h e Yonkers House. On September 10, 2002, JUAN LAZARO and 
VICKY PELAEZ, t h e d e f e n d a n t s , were r e c o r d e d d i s c u s s i n g Moscow 
Cen t e r ' s d i s a p p o i n t m e n t w i t h t h e q u a l i t y o f LAZARO's t h e n - r e c e n t 
r e p o r t i n g : 

LAZARO: They t e l l me t h a t my i n f o r m a t i o n i s o f no 
v a l u e because I d i d n ' t p r o v i d e any so u r c e . . 
. i t ' s o f no use t o them. 

PELAEZ: R e a l l y ? 

LAZARO: Yes. They say t h a t w i t h o u t a 
s o u r c e . . . w i t h o u t s t a t i n g who t e l l s y o u 
a l l o f t h i s . .. I t i s n ' t . . . y o u r r e p o r t 
i s n ' t . . . " 

PELAEZ: [ I n t e r r u p t s ] Put down any p o l i t i c i a n f r o m 
h e r e ! 

LAZARO: I'm . . . I'm g o i n g t o g i v e them what t h e y 
want. But, I'm g o i n g t o c o n t i n u e what I'm 
t e l l i n g them . . . I f t h e y d o n ' t l i k e what I 
t e l l them, t o o bad . . . b u t , 
[ u n i n t e l l i g i b l e ] work because t h e y l i k e i t . 
. . t h e y ' r e [ u n i n t e l l i g i b l e ] . They say t h e i r 
hands a r e t i e d . On t h e i n s i d e , t h e y d o n ' t 
even c a r e about t h e c o u n t r y . . . 

PELAEZ: So . . . why do t h e y have you? I f t h e y d o n ' t 
c a r e about t h e c o u n t r y . . . what do we have 
I n t e l l i g e n c e S e r v i c e s f o r ? 

C. NEW JERSEY CONSPIRATORS 

8 1 . As i s s e t f o r t h more f u l l y b elow, and as r e f l e c t e d 
i n t h e f o l l o w i n g s u b p a r a g r a p h s drawn f r o m t h e New J e r s e y 
C o n s p i r a t o r s ' E l e c t r o n i c Messages, o v e r t h e c o u r s e o f t h e i r y e a r s 
i n t h e U n i t e d S t a t e s , t h e New J e r s e y C o n s p i r a t o r s have s p e n t a 
g r e a t d e a l o f t i m e c o l l e c t i n g i n f o r m a t i o n and p a s s i n g i t t o 
Moscow C e n t e r : 
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a. The New J e r s e y C o n s p i r a t o r s have r e c e i v e d " i n f o 
t a s k s " — d i r e c t i v e s w i t h r e s p e c t t o t h e 
i n f o r m a t i o n t h a t Moscow C e n t e r wanted them t o 
f o c u s on o b t a i n i n g . Thus, f o r example, i n an 
" [ i j n f o t a s k " f r o m t h e s p r i n g o f 2009, i n advance 
o f "Obama's v i s i t t o [ R u s s i a ] , " t h e SVR r e q u e s t e d 
i n f o r m a t i o n on t h e U.S. p o s i t i o n w i t h r e s p e c t t o a 
new S t r a t e g i c Arms L i m i t a t i o n T r e a t y , A f g h a n i s t a n , 
and I r a n ' s n u c l e a r program. Moscow C e n t e r 
i n d i c a t e d t h a t i t "needs i n t e l s ( r e l a t e d t o t h i s 
[ s i c ] t o p i c s ) w h i c h s h o u l d r e f l e c t approaches and 
i d e a s o f ' [ R u s s i a ] p o l i c y team members': [ f o u r 
names o f s u b - c a b i n e t U n i t e d S t a t e s f o r e i g n p o l i c y 
o f f i c i a l s , o m i t t e d ] . T r y t o o u t l i n e t h e i r v i e w s 
and most i m p o r t a n t Obama's g o a l s w h i c h he e x p e c t s 
t o a c h i e v e d u r i n g summit i n J u l y and how does h i s 
team p l a n t o do i t (arguments, p r o v i s i o n s , means 
o f p e r s u a s i o n t o ' l u r e ' [ R u s s i a ] i n t o c o o p e r a t i o n 
i n US i n t e r e s t s ) ." 

b. I n a message d a t e d "Oct. 18," Moscow C e n t e r 
e n c o u r a g e d t h e New J e r s e y C o n s p i r a t o r s " t o send 
more i n f o on c u r r e n t i n t e r n a t i o n a l a f f a i r s v i t a l 
f o r R, h i g h l i g h t i n g US a p p r o a c h and p r o v i d i n g us 
w. comments made by l o c a l e x p e r t ( p o l i t i c a l , 
e conomic) s c i e n t i s t ' s community. T r y t o s i n g l e 
o u t t i d b i t s unknown p u b l i c l y b u t r e v e a l e d i n 
p r i v a t e by sources c l o s e t o S t a t e d e p a r t m e n t , 
Government, maj o r t h i n k t a n k s . " 

c. On a number o f o t h e r o c c a s i o n s , t h e SVR 
s p e c i f i c a l l y i n d i c a t e d t h a t i n f o r m a t i o n c o l l e c t e d 
and conveyed by t h e New J e r s e y C o n s p i r a t o r s was 
e s p e c i a l l y v a l u a b l e . Thus, f o r example, d u r i n g 
t h e summer and f a l l o f 2009, CYNTHIA MURPHY, t h e 
d e f e n d a n t , u s i n g c o n t a c t s she had met in,New York, 
c o n v e y e d a number o f r e p o r t s t o C e n t e r a b o u t 
p r o s p e c t s f o r t h e g l o b a l g o l d m a r k e t . I n O c t o b e r 
o f 2 0 09, t h e SVR responded: " I n f o : on g o l d - v. 
u s e f u l l [ s i c ] , i t was s e n t d i r e c t l y ( a f t e r due 
a d a p t a t i o n ) t o M i n [ . ] o f F i n f a n c e ] , M i n [ . ] o f 
ec [ o n o m i c ] d e v e l o p m e n t ] . " 

82. T h r o u g h o u t t h e i r t i m e i n t h e U n i t e d S t a t e s , t h e 
New J e r s e y C o n s p i r a t o r s have proceeded w i t h g r e a t c a u t i o n when i t 
comes t o s e e k i n g employment w i t h t h e U n i t e d S t a t e s Government -
f o r f e a r t h a t t h e i r " l e g e n d s " a r e n o t s t r o n g enough t o s u r v i v e a 
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b a c k g r o u n d check. Thus, on September 23, 2004, l a w - e n f o r c e m e n t 
a g e n t s , a c t i n g p u r s u a n t t o a j u d i c i a l o r d e r , i n t e r c e p t e d a u r a l 
c o m m u n i c a t i o n s t a k i n g p l a c e i n s i d e t h e Hoboken A p a r t m e n t . I n 
p a r t i c u l a r , CYNTHIA MURPHY, t h e d e f e n d a n t , a d v i s e d h e r husband, 
RICHARD MURPHY, t h e d e f e n d a n t , t h a t he s h o u l d i m p r o v e h i s 
i n f o r m a t i o n - c o l l e c t i o n e f f o r t s . CYNTHIA MURPHY e x p l a i n e d t o 
RICHARD MURPHY t h a t he would n o t be a b l e t o work a t t h e t o p 
e c h e l o n s o f c e r t a i n p a r t s o f t h e U n i t e d S t a t e s Government — t h e 
S t a t e Department, f o r example. CYNTHIA MURPHY s u g g e s t e d t h a t 
RICHARD MURPHY s h o u l d t h e r e f o r e a p p r o a c h p e o p l e who have access 
t o i m p o r t a n t venues ( t h e W h ite House, f o r example) t o w h i c h he 
c o u l d n o t r e a s o n a b l y e x p e c t t o h i m s e l f g a i n d i r e c t p e r s o n a l 
a c c e s s . 

83. Moscow C e n t e r ' s a d v i c e was s i m i l a r . I n a 2009 
message, f o r example, Moscow C e n t e r s t a t e d : "C r e m i n d s y o u 
[CYNTHIA MURPHY, t h e d e f e n d a n t ] t h a t p l a c i n g a j o b i n Government 
( d i r e c t p e n e t r a t i o n i n t o main o b j e c t o f i n t e r e s t ) i s n o t an 
o p t i o n because o f v u l n e r a b i l i t y o f y o u r v i t a l r e c o r d s ' docs." 

84. A g a i n s t t h i s b a c k d r o p o f an i n a b i l i t y t o 
" d i r e c t [ l y ] p e n e t r a t [ e ] " t h e U n i t e d S t a t e s Government ( t h e "main 
o b j e c t o f i n t e r e s t " ) , t h e New J e r s e y C o n s p i r a t o r s have worked t o 
b e g i n t a r g e t i n g o t h e r p e o p l e , who can be r e c r u i t e d as s o u r c e s on 
b e h a l f o f Moscow Cen t e r . 

85. The f o l l o w i n g s u b - p a r a g r a p h s a r e drawn f r o m t h e 
New J e r s e y C o n s p i r a t o r s ' E l e c t r o n i c Messages, and r e l a t e t o t h e 
New J e r s e y C o n s p i r a t o r s ' s o u r c e - t a r g e t i n g e f f o r t s . -

a. I n a message d a t e d "Feb 3 09," t h e New J e r s e y 
C o n s p i r a t o r s r e p o r t e d t h a t , t h r o u g h h e r work, 
CYNTHIA MURPHY, t h e d e f e n d a n t , "had s e v e r a l 
w o r k - r e l a t e d p e r s o n a l m e e t i n g s w i t h [a p r o m i n e n t 
New York-based f i n a n c i e r , name o m i t t e d ] and was 
a s s i g n e d h i s a c c o u n t " ; t h e message a c c u r a t e l y 
d e s c r i b e d t h e f i n a n c i e r as " p r o m i n e n t i n 
p o l i t i c s , " "an a c t i v e f u n d r a i s e r f o r [a m a j o r 
p o l i t i c a l p a r t y , name o m i t t e d ] , " and "a p e r s o n a l 
f r i e n d o f [a c u r r e n t C a b i n e t o f f i c i a l , name 
o m i t t e d ] . " A response f r o m Moscow C e n t e r 
i n d i c a t e d t h a t t h e f i n a n c i e r " i s c h e cked i n C's 
database-he i s c l e a n . Of c o u r s e he i s v e r y 
i n t e r e s t i n g ' t a r g e t ' . T r y t o b u i l d up l i t t l e by 
l i t t l e r e l a t i o n s w i t h h i m moving beyond j u s t 
[ w ork] framework. Maybe he can p r o v i d e [MURPHY] 
w i t h remarks r e US f o r e i g n p o l i c y , ' r o u m o r s ' [ s i c ] 
a b o u t White house i n t e r n a l ' k i t c h e n ' , i n v i t e h e r t o 
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venues ( t o [maj o r p o l i t i c a l p a r t y HQ i n NYC, f o r 
i n s t a n c e ) , . . . e t c . I n s h o r t , c o n s i d e r 
c a r e f u l l y a l l o p t i o n s i n r e g a r d t o [ f i n a n c i e r ] . " 

b. D u r i n g 2009, t h e SVR- d i r e c t e d CYNTHIA MURPHY, t h e 
de f e n d a n t , t o " s t r e n g t h e n . . . t i e s w. c l a s s m a t e s 
on d a i l y b a s i s i n c l . p r o f e s s o r s who can h e l p i n 
j o b s e a r c h and who w i l l have ( o r a l r e a d y have) 
access t o s e c r e t i n f o , " a nd t o " [ r ] e p o r t t o 
C [ e n t e r ] on t h e i r d e t a i l e d p e r s o n a l d a t a and 
c h a r a c t e r t r a i t s w. p r e l i m i n a r y c o n c l u s i o n s a b o u t 
t h e i r p o t e n t i a l ( v u l n e r a b i l i t y ) t o be r e c r u i t e d b y 
S e r v i c e . " I n response, a nd on many o c c a s i o n s , t h e 
New J e r s e y C o n s p i r a t o r s conveyed names o f 
U n i v e r s i t y a f f i l i a t e s t o C e n t e r — w h i c h t h e n 
c o n d u c t e d checks i n "C's d a t a b a s e " t o d e t e r m i n e i f 
a p a r t i c u l a r p o t e n t i a l " t a r g e t " was o r was n o t 
" c l e a n . " Thus, f o r example, when an SVR d a t a b a s e 
check r e v e a l e d t h a t a p a r t i c u l a r c o n t a c t o f 
CYNTHIA MURPHY's had been s u s p e c t e d b y a t h e n -
S o v i e t b l o c i n t e l l i g e n c e s e r v i c e o f b e l o n g i n g t o a 
" f o r e i g n spy n e t [ w o r k ] , " MURPHY was t o l d " t o a v o i d 
d e e p e n i n g c o n t a c t w i t h them f o r s e c [ u r i t y ] 
r e a s o n s . " 

c. I n a d d i t i o n , t h e SVR has d i r e c t e d CYNTHIA MURPHY 
t o c o l l e c t i n f o r m a t i o n o n c e r t a i n U n i v e r s i t y 
a s s o c i a t e s : "C s u g g e s t s t h a t N [MURPHY] keeps 
t r y i n g t o ' d i g up' p e r s o n a l d a t a o f t h o s e s t u d e n t s 
who a p p l y ( o r a r e h i r e d a l r e a d y ) f o r a j o b a t 
CIA. " 

d. F u r t h e r m o r e , Moscow C e n t e r has d i r e c t e d t h e 
c a r e e r s o f RICHARD MURPHY and CYNTHIA MURPHY, 
t e l l i n g them t o t a k e o n wo r k t h a t c o u l d b e n e f i t 
t h e SVR. Thus, f o r example, i n a 2010 message, 
t h e SVR a d v i s e d t h a t CYNTHIA MURPHY s h o u l d 
c o n s i d e r t a k i n g a c e r t a i n j o b because " t h i s 
p o s i t i o n . . . w o u l d expose h e r t o p e r s p e c t i v e 
c o n t a c t s and p o t e n t i a l s o u r c e s i n US government." 

e. I n a January 19, 2010 c o m m u n i c a t i o n t o C e n t e r , t h e 
New J e r s e y c o n s p i r a t o r s e x p l a i n e d t h a t CYNTHIA 
MURPHY was i n t e r e s t e d i n t a k i n g a j o b w i t h a 
p r i v a t e s e c t o r e n t i t y t h a t w o u l d i n v o l v e 
" l o b b y i n g , " and " d e a l i n g w i t h US and f o r e i g n 
g o v e r n m e n t s [ . ] " MURPHY was c o n c e r n e d t h a t s u c h 
work "might r e q u i r e an e x t e n d e d b a c k g r o u n d check." 
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I n a J a n u a r y 2 1 , 2010 com m u n i c a t i o n , i n w h i c h 
MURPHY i s i d e n t i f i e d by t h e i n i t i a l "N," C e n t e r 
r e s p o n d e d : 

[W]e c o n s u l t e d d o c [ u m e n t a t i o n ] 
d e p a r t m e n t . They d o n ' t see any ha z a r d s . 
. . . They . . . d o n ' t d i g t o o deep 
d u r i n g one's background check. C [ e n t e r ] 
i s i n t e r e s t e d i n N's g e t t i n g t h i s 
p o s i t i o n w h i c h w o u l d expose h e r t o 
p e r s p e c t i v e c o n t a c t s and p o t e n t i a l 
s o u r c e s i n US government. Keep us 
i n f o r m e d on developments. 

WHEREFORE, deponent p r a y s t h a t w a r r a n t s be i s s u e d f o r 
t h e a r r e s t o f DEFENDANT # 1 , a/k/a " C h r i s t o p h e r R. Metsos," 
DEFENDANT #2, a/k/a " R i c h a r d Murphy," DEFENDANT #3, a/k/a 
" C y n t h i a Murphy," DEFENDANT #4, a/k/a "Donald Howard H e a t h f i e l d , " 
DEFENDANT #5, a/k/a " T r a c e y Lee Ann F o l e y , " DEFENDANT #6, a/k/a 
"M i c h a e l Z o t t o l i , " DEFENDANT #7, a/k/a " P a t r i c i a M i l l s , " 
DEFENDANT #8, a/k/a "Juan L a z a r o , " and VICKY PELAEZ, t h e 
d e f e n d a n t s , and t h a t t h e y be a r r e s t e d and i m p r i s o n e d , o r b a i l e d , 
as t h e case may be. 

Sworn t o b e f o r e me t h i s 
. day o f June, 2010 

MARIA L. RICCI 
S p e c i a l Agent 
F e d e r a l Bureau o f I n v e s t i g a t i o n 

UNITED STATES MAGISTRATE JUDGE 
SOUTHERN DISTRICT OF NEW YORK 
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